NOISE ATTACK ANALYSIS ON NON BLIND DWT
WATER MARKING ALGORITHM
A
Dissertation
Submitted
In partial fulfillment
For the award of the Degree of
Master of Technology
In Department of Computer Science & Engineering
(With specialization in Software Engineering)

Supervisor Name:

Submitted By:

Ms.Savita Shiwani

Mayank Sharma

PC (CSE/SE/IC)

M.Tech (CSE)
Enrolment No.:-SGVU111606243
Department of Computer Science & Engineering
Suresh Gyan Vihar University, Mahal, Jagatpura, Jaipur

Chapter - 1

July 2013

Candidate’s Declaration

I hereby that the work, which is being presented in the Dissertation, entitled “Noise Attack
Analysis on Non Blind DWT Watermarking Algorithm” in partial fulfillment for the award
of Degree of “Master of Technology” in Deptt. of Computer Science & Engineering with
specialization in Computer Science & Engineering and submitted to the Department of
Computer Science & Engineering, Suresh Gyan Vihar University is a record of my own
investigations carried under the Guidance of Ms.Savita Shiwani, Department of Computer
Science & Engineering.

I have not submitted the matter presented in this Dissertation anywhere for the award of any other
Degree.

Mayank Sharma
M.Tech (CSE)
Enrolment No.: SGVU111606243

Counter Singed by
Ms.Savita Shiwani

2

Chapter - 1

DETAILS OF CANDIDATE, SUPERVISOR (S) AND EXAMINER
Name of Candidate: …………………………………………. Roll No. ……………………
Deptt. Of Study: ……………………………………………………………………………….
Enrolment No. ………………...………………………………………………………………
Thesis Title: ………………………………………………………………………………...…
…………………………………………………………………………………...

Supervisor (s) and Examiners Recommended
(with Office Address including Contact Numbers, email ID)
Supervisor

Co-Supervisor

3

Chapter - 1

Internal Examiner

1

2

3

Signature with Date
Program Coordinator

Dean / Principal

4

Chapter - 1

Acknowledgements

This research project would not have been possible without the support of many people. First and
foremost among all, I would like to express my sincere gratitude to my supervisor, Ms. Savita
Shiwani who was abundantly helpful and offered invaluable assistance, support and guidance. All
my friends need special mention and thanks for their involvement in all my discussion and
problems, related to my work as well as personal.
I wish to express my love and gratitude to my beloved family for their understanding, inspiration,
and endless love, throughout the duration of my studies.

Mayank Sharma
M.Tech (CSE)

5

Chapter - 1

Abstract

Digital watermarking has been proposed to insert some type of ownership information in any form
inside the image or any media like audio video etc, so that owner of the image will be able to
identify and claim his/her ownership when any illegal person claim his/her false ownership on that
object. Permanently and unalterably watermark inside image the claim of ownership, the receipt
of copyright revenues or successful prosecution. Proposed work, deals with a review of the various
attacks on the watermarked image to alter the watermark, remove the watermark, to degrade the
quality of watermark etc. After the knowledge of all attacks we find a pre implemented algorithm
for watermark embedding i.e. “Non blind discreet wavelet transformation based digital watermark
embedding and extraction algorithm” and implemented this algorithm in Matlab for embedding
the watermark. After that watermarked image attacked by various noises like Gaussian, Speckle,
Poisson, etc. and analyzed using SNR and PSNR value between original and extracted watermark.
These attacks analysis will determine the robustness of the algorithm
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CHAPTER 1

INTRODUCTION
This chapter consists of seven sections in which first section is introduction and need of digital
watermarking, second section deals with the problem statement and proposed work, third section
deals with objectives and scope of the proposed work, fourth section explains proposed work
relevance and significance, fifth section is divided in two subsections that deal with the barriers
and issues of proposed work, sixth section deals with the approach of proposed work and last
section is concluding section.

1.1 INTRODUCTION
Multimedia content (image, audio or video) can be copied and stored easily and without loss in
originality in the content in this internet world. So, it is necessary to use some kind of property
rights protection system.
Copy protection systems are called Digital Rights Management (DRM).In DRM during
transmission content is encrypted and on receiver side it is also stored in encrypted form. For
playing this content it is first decrypted and then played. One of the main disadvantages of this
DRM system is that once it is decrypted it can be copied easily and distributed [1].
For eliminating the above disadvantage of DRM we have another protection system, called as
digital watermarking. Information hiding science called as Steganography, digital watermarking
is one of information hiding science. Steganography systems have the property to embed hidden
information in the cover content so that it is not visible. When anybody copies Steganographic
content then hidden information is also copied [1].
Digital watermarking is one of the proposed solutions for copyright protection of multimedia
data. This technique is better than Digital Signatures and other methods because it does not
increase overhead [2].
Comparison between Information hiding systems can be done in three aspects i.e. capacity,
security and robustness. Capacity tells us the amount of information that can be hidden, security
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explains the ability of anybody to detect hidden information, and robustness defines the
resistance to modifications of the cover content before hidden information is destroyed.
Watermarking and steganography are differentiated on the basis of capacity, security and
robustness. Steganography systems must have high security and capacity, i.e. hidden
information is usually fragile and can be destroyed by even trivial modifications. Watermarking
systems prefer robustness, i.e. it should be impossible to remove the watermark without severe
quality degradation of the cover content.

1.2 PROBLEM STATEMENT AND PROPOSED WORK
Problem Definition
One of the main problems, which darkens the future of digital watermarking technologies, is the
lack of detailed evaluation of existing digital watermarking schemes
The objective is to develop the attack analysis of the proposed work to resolve the following
issues:(i) Our starting point in developing a systematic attack on watermarking
technology was to consider image watermarking schemes. How
attacks are performed on the watermarked image for modifications
and removal of watermark, such as translation and rotation,
commonly performed by picture editor, or lossy compression
techniques like JPEG, used for transmission and storage.
(ii) Robustness of watermarked image is tested after attacking the
watermarked image.

Proposed Work
Proposed work is for the testing the robustness of digital watermark embedding algorithm i.e. “
Non Blind Discreet Wavelet Transformation based Digital Watermark Embedding and extraction
algorithm” proposed by Garhwal by attacking the watermarked image with various attacks.
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Proposed attack analysis will be able to do following:(i)

Declare that the algorithm is robust or not.

(ii)

Declare that the algorithm is imperceptible or not.

(iii)

Declare that the algorithm is resistive to available attacks and
image manipulation.

1.3 OBJECTIVES AND SCOPE OF PROPOSED WORK
The objectives of proposed work are:
(i) To design, implement and test the attacks on “Non Blind Discreet Wavelet
Transformation based Digital Watermark Embedding and Extraction algorithm” for
embedding and extracting the watermark.
(ii) To analyze the performance of “Non Blind Discreet Wavelet Transformation based
Digital Watermark Embedding and Extraction algorithm” in terms of watermark
imperceptibility of the watermarked image using PSNR and SNR calculations and
watermark robustness of the extracted watermark.
(iii)To study the effects of various types of attacks on watermarked image for the testing
algorithm.
Scope of the proposed work:
The scope of this dissertation is for attack analysis on the “Non Blind Discreet Wavelet
Transformation based Digital Watermark Embedding and Extraction algorithm” in terms of
imperceptibility and robustness, which are considered as two common properties in any
watermarking systems. Different types of attacks have been performed using MATLAB. It will
be too huge to include all attacks within the scope of this Dissertation. Hence, some attacks have
been selected to represent categories of attacks such as Gaussian noise attack, Salt and Pepper
noise attack, Poisson attack and Speckle noise attack. Simulation results of the proposed
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algorithm, performance shall be analyzed using Peak Signal to Noise Ratio (PSNR) and Signal to
Noise Ratio (SNR) calculations.

1.4 RELEVANCE AND SIGNIFICANCE
Targets for Digital Watermarking are print business, digital audio and video, Television audience
ratings in broadcast programming for measurement [3].
Future digital watermarking applications are for getting additional information about products
will soon come to packages on store shelves, enabling people to order refills and even call a
doctor and many more.
Anything can be watermarked for example Toyota uses digital watermarking to authenticate car
parts and for inventory control; even driver's licenses have watermarks.
"The advantage of the watermark is it can be embedded into analog and digital streams and
physical and electronic streams," .And it's imperceptible It doesn't deface the media in which it is
embedded"[3].

1.5

BARRIERS AND ISSUES

There are various barriers and issues in developing the algorithm for watermark embedding and
extracting explained in the following two subsections.
1.5.1 Barriers in watermarking
There are lots of barriers that prevent digital watermarking from being effective and widespread.
First, of all while making the watermarks imperceptible there is not a foolproof protection
scheme.
Second is “off-the-shelf” solution to the mass market for preventing the piracy by digital
watermarking is very difficult to offer .There is significant interest in digital watermarking
technology by various research groups and industrialists, but still there is no infrastructure or
standardized protocols for digital watermarking.
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Last barrier is fear of piracy, i.e. many artists, professional photographers, and other content
creators still do not convert their work in digital format to put their work out on internet in digital
format. Thus, the market for digital watermarking technology is not widespread.
1.5.2 Issues of attack analysis in digital watermarking
There are various issues related to the digital watermarking that are discussed below:(i) First issue is Selection of Watermark attack types- This issue gives possible attacks on
watermarked image. Only attacks that do not severely degrade quality of the cover content are
considered [2].
Simple attacks are conceptually simple attacks

that attempt

to damage the embedded

watermark by modifications of the whole image without any effort to identify and isolate the
watermark. Examples include frequency based compression, addition of noise, cropping and
correction [2].
Detection-disabling attacks attempt to break correlation and to make detection of the
watermark impossible. Mostly,

they make

some geometric distortion like zooming, shift in

spatial or (in case of video) temporal direction, rotation, cropping or pixel permutation, removal
or insertion. The watermark in fact remains in the cover content and can be recovered with
increased intelligence of the watermark detector [2].
Ambiguity attacks attempt to confuse the detector by producing fake watermarked data
to discredit the authority of the watermark by embedding several additional watermarks so that it
is not obvious which the first, authoritative watermark was [2].
Removal attacks attempt to analyse or estimate (from more differently watermarked
copies)

the watermark,

separate

it out and discard only the watermark. Examples are

collusion attack, denoising or exploiting conceptual cryptographic weakness of the watermark
scheme (e.g. knowledge of positions of single watermark elements) [2].
It should be noted that some attacks do not clearly belong to one group [2].
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1.6 APPROACH
This research is proposed to enhance an individual’s understanding for attack analysis in digital
watermarking algorithm for embedding and extraction of the watermark.
The first step in accomplishing the proposed research is to perform a thorough search into the
digital watermarking and found a “Noise Attack Analysis on Non Blind DWT Watermarking
algorithm” for watermark embedding and extraction proposed by Garhwal.
Now in proposed work of Dissertation, we have implemented the proposed objective of attack
analysis on watermark algorithm as shown above and this dissertation work has five chapters
that are summarized as follows:
Chapter 1 consists of seven sections in which first section is introduction and need of digital
watermarking, second section deals with the problem statement and proposed work, third section
deals with objectives and scope of the proposed work, fourth section explains proposed work
relevance and significance, fifth section is divided in two subsections that deal with the barriers
and issues of proposed work, sixth section deals with the approach of proposed work and last
section is concluding section.
This chapter have six sections for the literature survey; after studying various research papers
and also some references from the internet for data collection to the best of our knowledge we
are writing this literature survey in which, First section explains History for digital watermarking
and second section explains digital watermark embedding and extraction process. Third and
fourth section explains the application of digital watermarking and watermarking terminology
respectively. Fifth section explains basic concepts for digital watermark embedding and
extraction algorithm. Last section is concluding section.
This chapter is organized in four sections.In Section 3.1 we discuss simulation tool for proposed
attck analysis. Section 3.2 is about watermarking algorithm domain where concept of the
transform domain watermark insertion and watermark detection explained with watermarking
algorithms using the DCT and DWT.
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Section 3.3 explains the survey of various type of watermark attacks. Last section is concluding
section.
Chapter 4 includes five sections first section contains digital watermarking embedding and
extraction algorithm and its execution in the Matlab and second section about various result that
we obtained displayed in tabular form and third section deal with the result analysis which
contain the various attack result interpretation fourth section deals with the robustness of the
proposed watermarking algorithm and the last section is concluding section.
Chapter 5 includes conclusions and future scope of proposed algorithm.

1.7 CONCLUSION
In this chapter we have explained the proposed work problem statement, with objective and
scope. In next section digital watermarking technology relevance and significance of digital
watermarking technology for copyright protection was discussed with their related issues and
barriers for attacking a digital watermarking embedding and extraction algorithm. At last
proposed work approach for designing the proposed digital watermark embedding and extraction
algorithm are explained in detail.
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LITERATURE SURVEY
This chapter have six sections for the literature survey; after studying various research papers
and also some references from the internet for data collection to the best of our knowledge we
are writing this literature survey in which, First section explains History for digital watermarking
and second section explains digital watermark embedding and extraction process. Third and
fourth section explains the application of digital watermarking and watermarking terminology
respectively. Fifth section explains basic concepts for digital watermark embedding and
extraction algorithm. Last section is concluding section.

2.1 DIGITAL WATERMARKING HISTORY
The oldest watermarked paper found in archives dates back to 1292, in Fabriano, Italy [9]. The
marks were made by adding thin wire patterns to the paper molds. The paper would be slightly
thinner where the wire was and hence more transparent. At the end of 13th century about 40
paper mills were sharing the paper market in Fabriano and producing paper with different
format, quality and price [8].
Digitization of each and every media, in today’s world has expanded the watermarking concept
to include digital approaches for use in authenticating ownership claims and protecting
proprietary interests. Digital Watermarking became famous only in the early of 1990 the idea of
digital watermarking. This was due to the growth of the Internet.
The Internet was a big factor in propelling the growth because illegal distribution of copyrighted
material became very easy. File sharing technology grew and companies made it easy for users
to share for example music and other copyrighted materials like video. This cost the
entertainment industry in the millions if not in billions of dollars of lost revenue. This was one of
the primary reasons for the rapid development of digital watermarking. The first publication in
1993, when Tirkel et al 1993 presented technique to hide data in image [9]. The method based on
modification to the least significant bit (LSB) of the pixel values. Since then worldwide research
activities have been increasing in digital watermarking [9].
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The introduction of watermarks was the best method to eliminate any possibility of confusion.
The digitization of today’s world has expanded the watermarking concept to include digital
approaches for use in authenticating ownership claims and protecting proprietary interests [9].
Zhang [10] differentiated between digital watermarking and other technology in three important
aspects: First one is, unlike encryption, watermark is imperceptible so that the image will not be
detracting from the aesthetic sense. Second is that, the watermarks and the works they embedded
in are inseparable. Even if the works were displayed or converted into other file formats, the
watermarks will not be eliminated. This is different from the other technologies. Last is, the
watermarks will have exactly the same transformation experience as the works that means you
can get the information of transformation by looking at the watermarks [10].

2.2 DIGITAL WATERMARK EMBEDDING AND EXTRACTION
Digital Watermarking framework consists of two phases. In first phase the watermark is
embedded in the host image for embedding the text, audio, video, image as the identity of the
creator and in second phase the watermark is extracted back from the watermarked image as a
proof of the identity of the creator.
Complete digital watermarking system will works in two basic modules as shown in Figure 2.1
and 2.2:1. Watermark embedding module:Watermark
Cover
Object

Watermark
Embedding

Watermarked
Data

Figure 2.1Watermark embedding module
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Figure 2.1 shows the watermark embedding module which is responsible for adding the
watermark of any form of data, such as numeric, text, and image. Sometimes key also used
that is not shown in the diagram for extra security reasons.
2. Watermark detection and extraction module:-Watermark detection and extraction module
is used to determine whether the data contains specified watermark or the watermark can
be extracted. The module inputs are watermarked data and secret key. Output of module
is a watermark or some kind of credibility value. The watermark detection and extraction
module is as shown in Figure 2.2 [11].

Watermarked
Data

Watermark
Detection or
Extraction

Recovered
Watermark

Figure 2.2 Watermark detection and extraction module

2.3VARIOUS APPLICATION OF DIGITAL WATERMARKING
Watermarking add a unique identifier, or, digital label, to a piece of content or an object. Audio
or some watermark is applied by manipulating the "noise" in the content and structuring it so it is
readable by a computer. For adding watermark to images, pixel values can be adjusted slightly
and repeated throughout an entire image. For adding watermark to music, a millisecond window
of opportunity in which the human ear is deaf to anything other than the initial distraction or an
audio watermark can be hidden in the echoes of other sounds.
Digital Watermarks are potentially useful in many applications, as summarized below [9]:(i)

Owner identification – similar to copyright protection, to establish ownership of the
content.
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(ii)

Copy protection – also known as copy control, to prevent people from making illegal
copies of copyrighted content.

(iii)

Content authentication – to detect modifications of the content, as a sign of invalid
authentication.

(iv)

Fingerprinting – sometimes referred as transaction tracking or traitor tracking, to trace
back illegal duplication and distribution of the content.

(v)

Broadcast monitoring – Specifically for advertisements and in entertainment
industries, to monitor content being broadcasted as contracted and by the authorized
source.

(vi)

Medical applications – Known as invertible watermarking, to provide both
authentication and confidentiality in a reversible manner without affecting the
medical image in any way.

2.4TERMINOLOGY FOR DIGITAL WATERMARKING
There are various synonyms used for the watermarking terminology what we have used in this
proposed work and what are the various synonyms are shown in below Table 2.1.

TABLE 2.1 WATERMARKING TERMINOLOGY.
Terms used in proposed work

Synonymous terms

Watermarked image

Stego image

Blind watermark

Oblivious, public watermark

Non blind watermark

Non oblivious, private watermark

Watermark embedding

Casting, engraving, etching
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Watermark extraction

Recovery, detection

Host image

Cover image

Watermark

Signature, embedding message

2.5DIGITAL WATERMARKING ALGORITHM
Watermarking is a very interesting area of research nowadays and it has various research
directions for the study of digital watermarking in first sub section and then in second sub section
of this part we explain the fundamentals of digital watermarking algorithm. Third sub section
deals with problems in designing the new algorithm.
2.5.1 Directions of Research in Digital Watermarking
If we want to propose some work in the digital watermarking field, there are mainly four
research directions in which a scholar/researcher can perform his research work as shown below:
(i)

Study on Watermarking Theory
The lack of standards, interoperability problems, as well as a suit of accurate and
realistic requirements to watermarking system, is still hindering the development of
digital watermarking technology. Although there are many published articles on
watermarking, the current watermarking technology can’t yet fill the actual
requirements of most users. There are still many problems to be resolved. In order to
be more widely used, digital watermarking should establish a series of standards or
agreements, such as the standards of watermark embedding, detection and
certification. Different watermarking algorithm has different compatibility, and that is
obviously not conducive to promoting the application of digital watermarking [10].

(ii)

Study on Watermark Attack
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The relationship between watermark attack and watermarking algorithm is the same
as spear and shield; they restrict each other and promote each other as well. To
develop the technologies combined with cryptography, authentication and digital
signature is probably the direction of resistance development to various attacks [10].
(iii)

Study on Watermarking Algorithm
Digital watermarking technology processing contains two cores: watermark
embedding algorithm and detection algorithm. Robustness, imperceptibility,
invisibility and security of digital watermarking are generally the focus of the
requirements [10].

(iv)

Study on Evaluation System of Watermarking Technology
Most of the watermarking system evaluations are empirical, so it is necessary to
improve the theoretical evaluation system of watermarking technology, establish the
watermark testing and evaluation standards, and design an evaluation system for fair
comparison and evaluation of various watermarking algorithms [10].

Conclusion: We selected proposed research direction as “Study on Watermark Attacks” where
the proposed work will try various attacks on a watermarking algorithm for watermark
embedding and extraction.

2.6CONCLUSION
In this chapter we started with the history of watermarking with framework utilized for digital
watermarking for watermark embedding and extraction. That give us idea about its origin and it
current status. After that various application of watermarking are discussed and then the
terminology that have synonyms and utilized throughout the thesis. The research direction for
proposed work is finalized i.e. study on watermarking algorithm attacks with some inspired ideas
from watermark attacks for watermarking algorithm.
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CHAPTER 3

ATTACK ANALYSIS FOR ATTACK ALGORITHM DESIGN
This chapter is organized in four sections.In Section 3.1 we discuss simulation tool for proposed
attck analysis. Section 3.2 is about watermarking algorithm domain where concept of the
transform domain watermark insertion and watermark detection explained with watermarking
algorithms using the DCT and DWT.
Section 3.3 explains the survey of various types of watermark attacks. Last section is concluding
section.

3.1 SIMULATION TOOL FOR PROPOSED ATTACK ANALYSIS
For proposed attack analysis we found that Matlab is suitable. In Matlab proposed work can be
done utilizing the wavelet toolbox. Matlab is basically a high level language which has many
specialized toolboxes for making things easier for us.
Matlab is too broad for our purposes in this proposed work. The features we are going to require
are shown in the Figure 3.1:

MATLAB

M-FILES (CONTAINS
SERIES OF
COMMANDS FOR
INPUT OUTPUT)

COMMAND LINE
(COMMAND
EXECUTION DOS LIKE
COMMAND WINDOW)

MAT FILES
(DATA STORAGE
CAPABILITIES)

Figure 3.1.Diagram showing various feature of Matlab
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3.2 WATERMARKING ALGORITHMS DOMAIN
Current scenario will demand a reliable digital ownership method for securing the digital data,
after studying various digital watermarking algorithm we can say that watermarking made great
progress in last few year and Digimarc is one of the renown company in watermarking area.In
order for a digital watermarking method to be effective it should be imperceptible, and robust to
common image manipulations like compression, filtering, rotation, scaling and cropping attacks
among many other digital signal processing operations. Broadly digital image watermarking
techniques can be classified into two major groups’ i.e. transform domain algorithms and spatial
domain algorithms [17].
1) Transform domain digital watermarking algorithm:- Transform domain algorithm is a
method of transformation of image into signals and then embedding the watermark inside it.
Then we use the inverse transform for recovery of the image in spatial domain, the detection and
extraction of the watermark are also done with transform domain. There are several common
used transform domain methods, such as discrete cosine transform (DCT), discrete fourier
transform (DFT), discrete wavelet transform (DWT), and so on.
A simple noise in the image may eliminate the watermark if it is embedded in spatial domain. On
the other hand, frequency domain-based techniques can embed more bits for watermark and are
more robust to attack. In addition, transform-domain watermarking techniques are typically
much more robust to image manipulation compared to the spatial domain techniques. This is
because the transform domain does not use the original image for embedding the watermark data
[18].
2) Spatial domain algorithms:- Spatial domain algorithms directly changes the pixel value in
the original image . This approach uses minor changes in the pixel value intensity.
a) Patchwork algorithm:-
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The algorithm uses the statistical characteristics of pixels to embed the information into the
brightness values of pixel. It can resist lossy compression coding and malicious attacks.
However, the amount of embedded information is limited, in order to embed more watermark
information, we can segment the image, and then implement the embedding operation each
image block [11].
b) Texture mapping coding method [11]:Texture based mapping coding method hides the watermark data in the texture part of the
original image. The algorithm has strong resistance ability to attacks for a variety of deformation,
but only suitable for areas with a large number of arbitrary texture images, and can not be done
automatically.
c) Least significant bit algorithm:These algorithm embeds watermark data in randomly selected least significant bits of original
image which can ensure the embedded watermark is invisible.
Steps of Least Significant bit [19]:(i) Conversion of RGB image to gray scale image.
(ii) Assign double precision for image.
(iii) Do shifting of most significant bits to low significant bits of watermark image.
(iv) Assign least significant bits of host image to zero
(v) Add shifted version (step 3) of watermarked image to modified (step 4) host image.
But the algorithm has poor robustness, and watermark information can easily be destroyed by
filtering, image quantization, geometric distortion [11].

3.3 SURVEY FOR VARIOUS TYPE OF WATERMARKING ATTACK
In watermarking technology, any processing that may impair the detection of the watermark
from watermarked image is called as attack on the watermarked image or data. Robustness is the
capacity of tolerance of attacks on the watermarked data. There are various ways present to
classify the attacks on the watermark.
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3.3.1 Watermarking attack based on Intention
One of the ways to classify the attack is on the basis of Intention of the attacker as shown below
in figure 3.2.
WATERMARK ATTACK
CLASSIFICATION ON
THE BASIS OF
INTENTION

UNINTENTIONAL
ATTACK

INTENTIONAL ATTACK

Figure 3.2 Watermark Attack Classifications On The Basis Of Intention
(a) Unintentional attack: During sending and receiving of watermarked image through the
internet some impairment are added like introduction of Noise, Image Cropping, Resizing, image
get blur and dither, diluted as well as erode which change the position of watermark, sometimes
destroy watermark and these are unintentional impairment added due to internet conversion of
one format to other form during travelling from one place to other place,
(b)Intentional Attack: Sometimes impairments for watermark removal or degrading its quality
done intentionally to destroy the identity of the owner watermark.
3.3.2 Broader Classification of Watermarking Attack
Above classification on the watermark attack is a superficial classification which gives the
knowledge about the attacker intention only but still we need a broad classification that will
gives a broader view about the watermark attacks we tried to do this i.e. to classify the attacks on
the watermarks in figure 3.3.
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ACTIVE ATTACK

PASSIVE ATTACK

COLLUSION ATTACK

FORGERY ATTACK

WATERMARK ATTACK
CLASSIFICATION

SIMPLE ATTACK

DETECTION
DISABLING ATTACK

AMBIGUITY ATTACK

REMOVAL ATACK

CRYPTOGRAPHIC
ATTACK

PROTOCOL ATTACK

COPY ATTACK

GEOMETRIC ATTACK

ESTIMATION BASED
ATTACK

Figure 3.3 Watermark Attack Classification
1Active attacks:

When illegal user removes the watermark or by any mean he makes it undetectable called as
active attack. Copyright protection, fingerprinting or copy control has big problems due to this
attack.
2 Passive attacks:
Illegal user only detect that watermark is present or not. He did not try to remove the watermark
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In covert communications it has more importance in which just presence of watermark is more
valuable than any other thing
3 Collusion attacks:
Collusion attack and the active attack illegal user have the same aim but they differ in the
approach they follow. Here illegal user makes several copies of same data having each
watermarked with different watermark signed with a key so that a new copy of watermark can be
made without watermark. The problem in this attack is that an illegal user must have to access
the number of copies of the same data for example as in the fingerprinting.
4 Forgery attacks:
Attacker mainly deals with authentication of the data. Illegal user tries to insert a new watermark
of him instead of removing the watermark. So that illegal user gets the access of the data
modification and inserts the new watermark inside the data.
5 Simple attacks:
These attacks are also named as “waveform attacks” and “noise attacks” these simple attack not
isolate the watermark nor they identify it they simply manipulate the embedded watermark to
degrade the quality of watermark. For example noise addition, Compression, filtering,
quantization, cropping etc.
6 Detection-disabling attacks:
Also called as “synchronization attacks”, where the watermark quality is destroyed up to such
extent so that it is not identifiable after extraction. Quality degradation of watermark is done by
various method which are by decorrelating the watermark data, by any geometric deformation
like extra pixels addition and extra pixel removal.
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7 Ambiguity attacks:
Also called as “deadlock attacks,” “inversion attacks,” “fake watermark attacks,” and “fakeoriginal attacks”, in which many watermark are inserted in the watermarked image so that it’s
become difficult to identify which one is the authentic one so that sometimes the fake watermark
will be considered as original watermark.
8. Removal attacks:
These attacks carefully examine the watermarked image and calculate the amount of host data
and watermark data amount and very cleverly they will remove completely the watermarked data
only and the host data will left. That means complete removal of the watermark from the
watermarked image i.e. they will not crack the security features of the watermark embedding
algorithm. If you want to recover the removed watermark by any mean then there will be no
possibility for that all of the attack discussed above mainly utilized for just damaging the
watermark of watermarked image, removal attack will actually remove the watermark with
minimal degradation in the quality of the host image.
9 Cryptographic attacks:
These attacks are happened at a very less content because of high computational complexity for
execution of this attack. In this attack illegal user intention is to crack down the security methods
applied in watermark embedding so that illegal user is able to remove the embedded watermark
Brute-force search and Oracle attack are two examples for the cryptographic attack. Embedded
secret information can be revealed by Brute force search and to form a non-watermarked signal
by oracle attack is possible when a watermark detector device is available.
10 Protocol attacks:
Protocol attacks targets mainly at attacking the whole concept of the watermarking system. A
type of protocol attack is based on the fundamental of invertible watermarks. The logic behind
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inversion is that the attacker subtracts watermark of his own from the watermarked data and
claims to be the owner of the watermarked data. This could create ambiguity with respect to the
genuine ownership of the content. It has been proved that for copyright protection applications,
watermarks need to be noninvertible. The necessity of non invertibility of the watermarking
technology means that it should not be feasible to extract a watermark from a non-watermarked
document. An answer to this problem might be to make watermarks signal-dependent by using
one-way functions.
11 Copy attacks:
Another kind of protocol attack is the copy attack. In this attack, the aim is not to destroy the
watermark or damage its detection, but to estimate a watermark from watermarked data and copy
it to some other data, called target data. The predicted watermark is modified to the local features
of the target data to satisfy its imperceptibility. The copy attack is appropriate when a valid
watermark in the target data could be generated with, neither knowledge of the watermarking
key nor algorithmic knowledge of the watermarking technology. Again signal-dependent
watermarks might be defiant to the copy attack or different watermarks, can be obtained by an
attacker or a group of attackers.
In such case, a successful attack can be done by averaging all copies or taking only small parts
from every different copy. Fresh results show that a minimal number of distinct copies (about
10) at attacker side can lead to successful watermark elimination.
12 Geometric attacks:
In contradiction of removal attacks, geometric attacks do not in fact remove the embedded
watermark itself, but tries to deform the watermark detector synchronization with the embedded
information about the watermark. The detector could recuperate the embedded watermark data
when perfect synchronization is regained. though, the complexity of the required synchronization
approach might be too huge to be practical.
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13 Estimation-based attacks
In such attacks, the knowledge about the watermarking technology is considered and exploited
statistics of the original content and watermark data. This theory is based on the statement that
the actual data or the watermark can be anticipated - at least partially from the watermarked data
using some prior knowledge of the signals’ statistics. One thing to note is that, it does not require
any knowledge of the key used in process of watermark embedding. Furthermore, knowledge of
the embedding rule is not required, but the attack can be more successful with it. Depending on
the final point of the attack, the attacker can get an approximation of the original data or of the
watermark based on some stochastic criteria such as maximum cases, especially if appropriate
masking according to the properties of human perception is used to decide the maximum
permissible embedding strength. Redundant embedding could be performed in many different
ways. In the spatial domain it may consist of embedding a watermark several times and then
taking a majority vote in recovery procedure. A more capable technique could include the use of
error-correcting codes. Both growing the watermark strength and introducing redundancy either
amplify the watermark visibility/audibility or reduce the watermark data rate. Further, as pointed
out before, it must be noted that there is a tradeoff between watermark strength on one hand and
watermark imperceptibility and watermark data rate alternatively.
Conclusion for proposed research: Proposed research will take only four attacks as all of the
attacks are beyond the scope of this dissertation. Four attacks which we finalized for testing the
robustness of the algorithm are Salt and pepper noise attack, Gaussian Noise attack, Speckle
noise attack and Poisson noise attack.

3.4 CONCLUSION
In this chapter we studied and surveyed various watermarking algorithm on the basis of that we
concluded that what raw materials can be utilized for proposed attack analysis for watermark
embedding and extraction algorithm. First thing is about the transformation domain utilized for
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the watermarking algorithm then various type of attacks on watermarking algorithm is studied
and four attacks are finalized for testing robustness that are Salt and pepper noise attack,
Gaussian Noise attack, Speckle noise attack and Poisson noise attack.
.
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CHAPTER 4

WORK DONE, IMPLEMENTATION AND RESULTS
This chapter have five sections first section contains digital watermarking embedding and
extraction algorithm and its execution in the Matlab and second section about various result that
we obtained displayed in tabular form and third section deal with the result analysis which
contain the various attack result interpretation fourth section deals with the robustness of the
proposed watermarking algorithm and the last section is concluding section.

4.1 WATERMARK ALGORITHM
Sreenivasan [24] had Implemented Digital Watermarking using discrete 2-D wavelet transform
and Input image is watermarked with a key having Mean = 0 & Variance = 1. This key was
generated by utilising the abstract white Gaussian noise (awgn). Up to my best knowledge this
algorithm is available only for embedding the watermark and can be improved for extraction.
Also it can be improved for evaluation criteria and results, for proving the robustness and
imperceptibility algorithm.
Garhwal algorithm [27], uses Discrete Wavelet Transform (DWT) to additively embedding
strategy for embedding and extracting watermark image from the host image. Proposed work has
attempted to bring out to test the robustness of the algorithm of Garhwal [27] Algorithm by
analyzing the PSNR and SNR of the extracted watermark with original watermark and between
original image and watermarked image with and without attack. Noise attacks like Gaussian,
Speckle, Salt and Pepper and Poisson attacks are performed to test the robustness of the
algorithm.
4.1.1 Watermark embedding algorithm
Embedding algorithm is described as follows:(1) Image to be watermarked is read from source and stored in an array.
(2) Choosing the Watermark:-Watermark is an image having size of 512 by 512, this image used
for watermarking is read from source and stored in an array.
(3) Weight of Watermark is assigned.

25

Chapter - 4

(4) Image transformation:-2D Discrete Wavelet Transform is performed for image
decomposition upto level 1 utilising the Daubachies 1(db1) wavelet filter.
(5) Coefficient Selection:-All four sub-bands are selected for the inserting the watermark dat.
(6) Embedding:-Multiplicative embedding is utilized for watermark embedding as shown in the
below formula [24]:Y = y.*(1 + c.*I)
Y= watermarked image
y=original image
c= weight of watermark
I=watermark
(7)Watermarked image display:-2D Inverse Discrete Wavelet transformation applied to
reconstruct the image decomposed and embedded with watermark by DWT .
Watermark weight is chosen in such a way such that it gives robustness to the watermarked data
and also does not degrade the signal (data) quality.
4.1.2 Implementation of Proposed Watermark Embedding Algorithm
MATLAB 7.5.0.342 (R2007b) utilized for proposed algorithm implementation. Implementation
test images are shown Table 4.1.
In this experimental set, we have taken all test images that are taken by Garhwal algorithm as
well as one of my own images and watermarked them as shown in Table 4.1. Image names are
Baboon, Barb, Boat, Girl, Lena, and Home.
Table 4.1 first column have test image, Second column have the watermark for insertion in the
test images, and third one contains the images obtained after the execution of proposed
watermark embedding algorithm.

TABLE 4.1 SHOWING THE ORIGINAL TEST IMAGE, WATERMARK AND
WATERMARKED IMAGE.
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Test Image

Watermark

Watermarked image

Baboon

Barb

Boat
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Girl

Lena

Home

4.1.3 Watermark Extraction Algorithm
(1) Input the original image: - The host image is read from source and stored in an array.
(2) Decompose the original image utilizing the 2D Discrete Wavelet Transformation utilizing the
Haar wavelet filer and assign the decomposed image a 2x 2 matrix as shown below:y=[ca ch ; cv cd];
y= 2x2 matrix for the level 1 sub-bands of input image decomposed by DWT.
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ca =Approximate sub-band of decomposed input image.
ch= Horizontal sub-band of decomposed input image.
cv=Vertical sub-band of decomposed input image.
cd= Diagonal sub-band of decomposed input image.
(3) Input the original watermark image:-The original watermark image utilized for the
watermarking the original image is read from source and stored in an array.
(4) Input the watermarked image: - The watermarked image is read from source and stored in an
array.
(5) Decompose the watermarked image utilizing the 2D Discrete Wavelet Transformation
utilisng the Haar wavelet filter and assign the decomposed image a 2x 2 matrix as shown below:g=[wa wh ; wv wd];
g= 2x2 matrix for the level 1 sub-bands of watermarked image decomposed by DWT.
wa =Approximate sub-band of decomposed watermarked image.
wh= Horizontal sub-band of decomposed watermarked image.
wv=Vertical sub-band of decomposed watermarked image.
wd= Diagonal sub-band of decomposed watermarked image.
(6)Subtract the components of decomposed watermarked image and the original image by the
following formula [24]:Rw=g-(y.*(1 + c.*N))
Rw=Extracted watermark.
N = Original Watermark.
c= Weight of watermark

where c=1;

g= 2x2 matrix for the level 1 sub-bands of watermarked image decomposed by DWT.
y= 2x2 matrix for the level 1 sub-bands of input image decomposed by DWT.

4.1.4 Implementation of Proposed Watermark Extraction Algorithm
MATLAB 7.5.0.342 (R2007b) is used for proposed extraction algorithm using watermarked
images as shown in Table 4.2.
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We have taken original watermark image, watermarked image named as Baboon, Barb, Boat,
Girl, Lena, and Home and extracted watermark that are shown in Table 4.2. First column have
the original watermark image, Second column have watermarked image that are watermarked by
proposed embedding algorithm of watermarking , Column third have extracted watermark
images that are obtained by the execution of proposed watermark extraction algorithm.
TABLE 4.2 SHOWING ORIGINAL WATERMARK, WATERMARKED IMAGE AND THE
EXTRACTED WATERMARK BY THE PROPOSED EXTRACTION ALGORITHM.
Test Image

Watermarked Image

30

Extracted Watermark
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4.2 RESULTS AND DISCUSSIONS
PSNR and SNR values obtained by execution of embedding and extraction watermarking
algorithm in Matlab without any attack and with attack on test images Baboon, Barb, Boat, Girl,
Lena, and Home are discussed in the next subsections.
4.2.1 Results Obtained Without Noise Attacks
Six images took for testing proposed embedding and extraction algorithm.
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TABLE 4.3 WITHOUT ATTACKS RESULTS OF SNR AND PSNR
Image

SNR
(between
original image
and
watermarked
image in
Decibels(db))
43.75

PSNR (between
original image
and
watermarked
image in
Decibels
(db))
48.32

SNR
(between
original
watermark
and extracted
watermark in
Decibels(db))
37.30

PSNR
(between
original
watermark and
Extracted
watermark in
Decibels(db))
37.78

41.50

47.88

38.23

38.72

44.43

48.61

36.69

37.18

39.15

45.62

40.11

40.59

43.44

48.81

37.48

37.97

41.02

46.85

37.64

38.13

Baboon

Barb

Boat

Girl

Lena

Home

(i) SNR
(a) SNR values between original image and watermarked image after without noise attack are
plotted in Figure 4.1 for various test images.
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From Table 4.3 shows value of SNR is between 40 db to 45 db for various test images, between
watermarked image and watermarked image without noise attack which mean that the quality of
the watermarked image is degraded by the attack to a very little extent.

50
43.75

SNR Values

40

44.43

41.5

43.44
39.15

41.02

30

SNR
20
10
0
Baboon

Barb

Boat

Girl

Lena

Home

Test Images

Figure 4.16 Graph showing SNR values between watermarked image and watermarked image
without noise attack.
(b) SNR values between original watermark image and extracted watermark image after
Gaussian noise attack are plotted in Figure 4.2 for various test images. From Table 4.3 value of
SNR for various test images between original watermark image and extracted watermark image
is between 36db to 41db which mean that the quality of the extracted watermark image is
negligibly degraded.
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Test Images

Figure 4.2 SNR values between original watermark image and extracted watermark image
without attack for various test images.
Conclusion: Extracted watermark withstand the Gaussian noise attack.
(ii)PSNR

(a)PSNR values between watermarked image and original image without attack are

plotted in Figure 4.3 for various test images.
50

48.32

48.61
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Lena
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Figure 4.3 PSNR values between watermarked image and watermarked image without attack for
various test images.
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From Table 4.3 value of PSNR for various test images between watermarked image and
watermarked image after attack is between 40 db to 49 db which mean that the quality of the
watermarked image is not degraded.
(b) PSNR values between original watermark image and extracted watermark image without
attack are plotted in Figure 4.4 for various test images.
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37.78
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Figure 4.4 PSNR values between original watermark image and extracted watermark image
without attack for various test images.
From Table 4.3 value of PSNR for various test images between original watermark image and
extracted watermark image without attack is between 37db to 41db which mean that the quality
of the extracted watermark image is not degraded much.
.4.2.2 Result obtained with Gaussian Noise Attack
Gaussian noise is added to the watermarked image and after that PSNR and SNR values are
calculated between the original and watermarked image and in between the extracted and
original watermark to identify the attack effect on the watermark survival after the attacking
process. All calculated PSNR and SNR values are summarized in Table 4.4.
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TABLE 4.4 RESULTS OF SNR AND PSNR WITH GAUSSIAN NOISE ATTACK
Image

SNR (between
original image
and
watermarked
image after
attack)

PSNR (between
original image
and
watermarked
image after
attack)

SNR
(between original
watermark and
extracted
watermark after
attack)

PSNR
(between original
watermark and
Extracted
Watermark after
attack)

34.49

34.49

37.85

38.34

35.06

35.06

37.42

37.90

34.74

34.74

37.75

38.23

35.52

35.58

36.98

37.46

34.80

34.80

37.67

38.15

34.93

34.93

37.23

37.72

Boat

Barb

Baboon

Girl

Lena

Home
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(i) SNR
(a) SNR values between original image and watermarked image after Gaussian noise attack are
plotted in Figure 4.5 for various test images.
From Table 4.4 value of SNR for various test images, between watermarked image and
watermarked image after Gaussian noise attack is between 34db to 38 db which mean that the
quality of the watermarked image is degraded by the attack to a very little extent.
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Figure 4.5 Graph showing SNR values between watermarked image and watermarked image
after Gaussian noise attack.
Conclusion: Watermarked image withstand the Gaussian noise attack.
(b) SNR values between original watermark image and extracted watermark image after
Gaussian noise attack are plotted in Figure 4.6 for various test images. From Table 4.4 value of
SNR for various test images between original watermark image and extracted watermark image
after attack is between 36db to 37db which mean that the quality of the extracted watermark
image is negligibly degraded due to Gaussian noise attack.
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Figure 4.6 SNR values between original watermark image and extracted watermark image after
Gaussian noise attack for various test images
Conclusion: Extracted watermark withstand the Gaussian noise attack.
(ii)PSNR

(a)PSNR values between watermarked image and Gaussian noise watermarked

image after Gaussian noise attack are plotted in Figure 4.7 for various test images.
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Figure 4.7 PSNR values between watermarked image and watermarked image after Gaussian
noise attack for various test images.
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From Table 4.4 value of PSNR for various test images between watermarked image and
watermarked image after attack is between34db to 36 db which mean that the quality of the
watermarked image is not degraded much by the Gaussian noise attack.
Conclusion: Watermarked image withstand the Gaussian noise attack.
(b) PSNR values between original watermark image and extracted watermark image after
Gaussian noise attack are plotted in Figure 4.8 for various test images.
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Figure 4.8 PSNR values between original watermark image and extracted watermark image after
Gaussian noise attack for various test images
From Table 4.4 value of PSNR for various test images between original watermark image and
extracted watermark image after Gaussian noise attack is in between 36db to 39 db which mean
that the quality of the extracted watermark image is not degraded much by the Gaussian noise
attack.
Conclusion: Extracted watermark image withstand the Gaussian noise attack.
4.2.3. Result obtained with Salt and Pepper Noise Attack
Salt and Pepper noise is added to the watermarked image and after that PSNR and SNR values
are calculated between the original and watermarked image and in between the extracted and
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original watermark to identify the attack effect on the watermark survival after the attacking
process. All calculated PSNR and SNR values are summarized in Table 4.5.
TABLE 4.5 RESULTS OF SNR AND PSNR WITH SALT AND PEPPER NOISE ATTACK
Image

SNR (between
original image
and
watermarked
image after
attack)

PSNR (between
original image
and
watermarked
image after
attack)

SNR
(between original
watermark and
extracted
watermark after
attack)

PSNR
(between original
watermark and
Extracted
Watermark after
attack)

34.37

34.37

37.84

38.33

34.89

34.89

37.43

37.91

34.60

34.60

37.75

38.23

35.29

35.35

36.98

37.47

34.65

34.65

37.66

38.15

34.17

34.17

37.26

37.74

Boat

Barb

Baboon

Girl

Lena

Home
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(i) SNR
(a) SNR values between original image and watermarked image after Salt and Pepper noise
attack are plotted in Figure 4.9 for various test images.
From Table 4.5 value of SNR for various test images, between watermarked image and
watermarked image after Salt and Pepper noise attack is 34 db to 36 db which mean that the
quality of the watermarked image is degraded by the attack to a very little extent.

40

35

34.37

34.89

35.29

34.6

34.65

34.17

SNR values

30
25
20
15
10
5
0

Baboon

Barb

Boat

Girl

Lena

Home

Test Images

Figure 4.9 Graph showing SNR values between watermarked image and watermarked image
after Salt and Pepper noise attack.
Conclusion: Watermarked image withstand the Salt and Pepper noise attack.
(b) SNR values between original watermark image and extracted watermark image after Salt and
Pepper noise attack are plotted in Figure 4.10 for various test images. From Table 4.5 value of
SNR for various test images between original watermark image and extracted watermark image
after attack is between 34 db to 36 db which mean that the quality of the extracted watermark
image is negligibly degraded due to Salt and Pepper noise attack.
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Figure 4.10 SNR values between original watermark image and extracted watermark image after
Salt and Pepper noise attack for various test images.
Conclusion: Extracted watermark withstand the Salt and Pepper noise attack.
(ii)PSNR

(a) PSNR values between watermarked image and Salt and Pepper noise

watermarked image after Salt and Pepper noise attack are plotted in Figure 4.11 for various test
images.
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Figure 4.11 PSNR values between watermarked image and watermarked image after Salt and
Pepper noise attack for various test images.
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From Table 4.5 value of PSNR for various test images between watermarked image and
watermarked image after attack is between 34 db to 36db which mean that the quality of the
watermarked image is not degraded much by the Salt and Pepper noise attack.
Conclusion: Watermarked image withstand the Salt and Pepper noise attack.
(b) PSNR values between original watermark image and extracted watermark image after Salt
and Pepper noise attack are plotted in Figure 4.12 for various test images.
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Figure 4.12 PSNR values between original watermark image and extracted watermark image
after Salt and Pepper noise attack for various test images.
From Table 4.5 value of PSNR for various test images between original watermark image and
extracted watermark image after Salt and Pepper noise attack is between 37db to 39 db which
mean that the quality of the extracted watermark image is not degraded much by the Salt and
Pepper noise attack.
Conclusion: Extracted watermark image withstand the Salt and Pepper noise attack.
4.2.4. Result obtained with Speckle Noise Attack
Speckle noise is added to the watermarked image and after that PSNR and SNR values are
calculated between the original and watermarked image and in between the extracted and
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original watermark to identify the attack effect on the watermark survival after the attacking
process. All calculated PSNR and SNR values are summarized in Table 4.6.
TABLE 4.6 RESULTS OF SNR AND PSNR WITH SPECKLE NOISE ATTACK
Image

SNR (between
original image
and
watermarked
image after
attack)

PSNR (between
original image
and
watermarked
image after
attack)

SNR
(between original
watermark and
extracted
watermark after
attack)

PSNR
(between original
watermark and
Extracted
Watermark after
attack)

34.70

34.70

37.75

38.23

35.32

35.32

37.33

37.82

34.97

34.97

37.66

38.14

35.82

35.88

36.87

37.36

35.03

35.03

37.57

38.06

Boat

Barb

Baboon

Girl

Lena
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35.27

35.27

37.12

37.61

Home

(i) SNR
(a) SNR values between original image and watermarked image after Speckle noise attack are
plotted in Figure 4.13 for various test images.
From Table 4.6 value of SNR for various test images, between watermarked image and
watermarked image after Speckle noise attack is in between 34 db to 36 db which mean that the
quality of the watermarked image is degraded by the attack to a very little extent.

40
35

34.7

35.32

35.82

34.97

35.03

35.27

SNR values

30
25
20
15
10

5
0

Baboon

Barb

Boat

Girl

Lena

Home

Test Images

Figure 4.13 Graph showing SNR values between watermarked image and watermarked image
after Speckle noise attack.
Conclusion: Watermarked image withstand the Speckle noise attack.
(b) SNR values between original watermark image and extracted watermark image after Speckle
noise attack are plotted in Figure 4.14 for various test images. From Table 4.6 value of SNR for
various test images between original watermark image and extracted watermark image after

45

Chapter - 4

attack is in between 36 db to 38 db which mean that the quality of the extracted watermark image
is negligibly degraded due to Speckle noise attack.
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Figure 4.14 SNR values between original watermark image and extracted watermark image after
Speckle noise attack for various test images.
Conclusion: Extracted watermark withstand the Speckle noise attack.
(ii)PSNR

(a)PSNR values between watermarked image and Speckle noise watermarked

image after Speckle noise attack are plotted in Figure 4.15 for various test images.
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Figure 4.15 PSNR values between watermarked image and watermarked image after Speckle
noise attack for various test images.
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From Table 4.6 value of PSNR for various test images between watermarked image and
watermarked image after attack is in between 34 db to 36 db which mean that the quality of the
watermarked image is not degraded much by the Speckle noise attack.
Conclusion: Watermarked image withstand the Speckle noise attack.
(b) PSNR values between original watermark image and extracted watermark image after
Speckle noise attack are plotted in Figure 4.16 for various test images.
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Figure 4.16 PSNR values between original watermark image and extracted watermark image
after Speckle noise attack for various test images.
From Table 4.6 value of PSNR for various test images between original watermark image and
extracted watermark image after Speckle noise attack is in between 37 db to 39 db which mean
that the quality of the extracted watermark image is not degraded much by the Speckle noise
attack.
Conclusion: Extracted watermark image withstand the Speckle noise attack.
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4.2.5. Result obtained with Poisson Noise Attack
Poisson noise is added to the watermarked image and after that PSNR and SNR values are
calculated between the original and watermarked image and in between the extracted and
original watermark to identify the attack effect on the watermark survival after the attacking
process. All calculated PSNR and SNR values are summarized in Table 4.7.
TABLE 4.7 RESULTS OF SNR AND PSNR WITH POISSON NOISE ATTACK
Image

SNR (between
original image
and
watermarked
image after
attack)

PSNR (between
original image
and
watermarked
image after
attack)

SNR
(between original
watermark and
extracted
watermark after
attack)

PSNR
(between original
watermark and
Extracted
Watermark after
attack)

34.46

34.46

37.89

38.38

35.03

35.03

37.5

37.94

34.71

34.71

37.66

38.14

35.47

35.53

36.98

37.47

Boat

Barb

Baboon

Girl
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34.76

34.76

37.71

38.19

34.87

34.87

37.26

37.75

Lena

Home

(i) SNR
(a) SNR values between original image and watermarked image after Poisson noise attack are
plotted in Figure 4.17 for various test images.
From Table 4.6 value of SNR for various test images, between watermarked image and
watermarked image after Poisson noise attack is 34 db to 36 db which mean that the quality of
the watermarked image is degraded by the attack to a very little extent.

40
35

34.46

35.03

35.47

34.71

34.76

34.87

SNR values

30
25
20
15
10
5
0

Baboon

Barb

Boat

Girl

Lena

Home

Test Images

Figure 4.17 Graph showing SNR values between watermarked image and watermarked image
after Poisson noise attack.
Conclusion: Watermarked image withstand the Poisson noise attack.

49

Chapter - 4

(b) SNR values between original watermark image and extracted watermark image after Poisson
noise attack are plotted in Figure 4.18 for various test images. From Table 4.6 value of SNR for
various test images between original watermark image and extracted watermark image after
attack is in between 36 db to 38 db which mean that the quality of the extracted watermark image
is negligibly degraded due to Poisson noise attack.
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Figure 4.18 SNR values between original watermark image and extracted watermark image after
Poisson noise attack for various test images.
Conclusion: Extracted watermark withstand the Poisson noise attack.
(ii)PSNR

(a)PSNR values between watermarked image and Poisson noise watermarked

image after Poisson noise attack are plotted in Figure 4.19 for various test images.
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Figure 4.19 PSNR values between watermarked image and watermarked image after Poisson
noise attack for various test images.
From Table 4.6 value of PSNR for various test images between watermarked image and
watermarked image after attack is in between 34 db to 36 db which mean that the quality of the
watermarked image is not degraded much by the Poisson noise attack.
Conclusion: Watermarked image withstand the Poisson noise attack.
(b) PSNR values between original watermark image and extracted watermark image after
Poisson noise attack are plotted in Figure 4.20 for various test images.
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Figure 4.20 PSNR values between original watermark image and extracted watermark image
after Poisson noise attack for various test images.
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From Table 4.6 value of PSNR for various test images between original watermark image and
extracted watermark image after Poisson noise attack is in between which mean that the quality
of the extracted watermark image is not degraded much by the Poisson noise attack.
Conclusion: Extracted watermark image withstand the Poisson noise attack.

4.3 ANALYSIS OF RESULTS OBTAINED
Proposed attacks on watermarking algorithm to test robustness of algorithm are analyzed by
calculating SNR between original image and watermarked image in Decibels (db), PSNR
between original image and watermarked image in Decibels (db), SNR between original
watermark and extracted watermark in Decibels(db), PSNR between original watermark and
extracted watermark in Decibels(db), all calculated values of PSNR and SNR for all test images
are assembled from Table 4.4 to 4.7 .
4.3.1 Result Analysis without attack
Without attack the PSNR and SNR values between original image and watermarked image in
between 30 to 50 Decibels (db), PSNR between original image and watermarked image in
between 30 to 50 Decibels (db), SNR between original watermark and extracted watermark in
between 30 to 50 Decibels(db), PSNR between original watermark and extracted watermark is in
between 30 to 50 Decibels(db) which shows that the embedded watermark is imperceptible and
do not degrade the quality of the image in which the watermark is embedded.
4.3.2 Result Analysis with Gaussian noise attack
With Gaussian noise attack we calculated the PSNR and SNR values between original image and
watermarked image which is in between 30 to 50 Decibels (db), PSNR between original image
and watermarked image which is in between 30 to 50 Decibels (db), SNR between original
watermark and extracted watermark which is in between 30 to 50 Decibels(db), PSNR between
original watermark and extracted watermark which is in between 30 to 50 Decibels(db) which
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shows that the after Gaussian noise attack extracted watermark and original watermarked image
withstand the Gaussian noise attack.
4.3.3 Result Analysis with Salt and Pepper noise attack
With Salt and Pepper noise attack we calculated the PSNR and SNR values between original
image and watermarked image which is in between 30 to 50 Decibels (db), PSNR between
original image and watermarked image which is in between 30 to 50 Decibels (db), SNR
between original watermark and extracted watermark which is in between 30 to 50 Decibels(db),
PSNR between original watermark and extracted watermark which is in between 30 to 50
Decibels(db) which shows that the after Salt and Pepper noise attack extracted watermark and
original watermarked image withstand the Salt and Pepper noise attack.
4.3.4 Result Analysis with Speckle noise attack
With Speckle noise attack we calculated the PSNR and SNR values between original image and
watermarked image which is in between 30 to 50 Decibels (db), PSNR between original image
and watermarked image which is in between 30 to 50 Decibels (db), SNR between original
watermark and extracted watermark which is in between 30 to 50 Decibels(db), PSNR between
original watermark and extracted watermark which is in between 30 to 50 Decibels(db) which
shows that the after Speckle noise attack extracted watermark and original watermarked image
withstand the Speckle noise attack.
4.3.5 Result Analysis with Poisson noise attack
With Poisson noise attack we calculated the PSNR and SNR values between original image and
watermarked image which is in between 30 to 50 Decibels (db), PSNR between original image
and watermarked image which is in between 30 to 50 Decibels (db), SNR between original
watermark and extracted watermark which is in between 30 to 50 Decibels(db), PSNR between
original watermark and extracted watermark which is in between 30 to 50 Decibels(db) which
shows that the after Poisson noise attack extracted watermark and original watermarked image
withstand the Poisson noise attack.
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4.4 ROBUSTNESS OF PROPOSED ALGORITHM
Robustness is a measure of the resistance of the watermark against attempts to remove or
degrade it, intentionally or unintentionally, by different types of digital signal processing attacks
like compression and decompression attacks etc. Above sections deals with robustness results
which we obtained for four major attacks Gaussian noise addition, Salt and Pepper noise
addition, Speckle noise addition, and Poisson noise addition. We measured the PSNR and SNR
values between the original watermark and the watermark extracted from the attacked image as
with same images. The results value of PSNR and SNR values comes under the range of 30 to 50
db which proves that the watermarked image withstands the attack performed.
By the above results we can say that the algorithm is almost robust for the tested attacks or semi
fragile as we have not tested it for all of the available attacks.

4.5 CONCLUSION
In this chapter we have implemented the watermark embedding and extraction algorithm using
matlab 2007 and results are displayed in tabular form. Then we attacked various watermarked
images with three major attacks i.e. Gaussian noise addition, Salt and Pepper noise addition,
Speckle noise addition, and Poisson noise addition. All results obtained from tests prove that
tested watermark embedding and extraction algorithm is robust for tested attack or semi fragile
as all attacks are not studied this dissertation.
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CHAPTER 5

CONCLUSION AND FUTURE SCOPE
This chapter has two sections first section deals with conclusion and second section explain
about the future scope of the proposed algorithm.

5.1 CONCLUSION
Proposed research tried to test the robustness and imperceptibility of “Non Blind DWT based
Watermarking algorithm”.
Proposed attack analysis is developed for testing the robustness and imperceptibility of
watermark embedding and extraction algorithm named as “Noise Attack Analysis on Non
Blind DWT Watermarking Algorithm”.
After this attack analysis on the non blind DWT based watermarking algorithm we can able to
say about the robustness and imperceptibly of algorithm. Advantages of proposed attack analysis
are as following:(i) Proposed attack analysis proved that tested algorithm efficiently applicability for
watermarking for grey scale images.
(ii) Proposed attack analysis proved that the tested algorithm has a good embedding
capacity without reducing the quality of watermarked image after embedding
process i.e. imperceptible watermark.
(iii) Proposed attack analysis proved that the tested algorithm is more resistive to
various noise attacks.

5.2 FUTURE SCOPE
Future scope for proposed attack analysis on watermark embedding and extracting algorithm can
be discussed in the following points given below:
(i) Who decide the visibility of watermark?
(ii) How easily can watermarks be removed and modified from images by various
attacks?
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(iii) How a reasonable level of photo editing is achieved?
(iv) Who decides that original image be required for decoding?
(v)

How watermark is transferable from the electronic medium to the printed
medium?

Proposed attack analysis on the proposed watermark embedding and extraction algorithm can be
extended in the following manner:(i) Proposed attack analysis on watermarking algorithm can be also improved in the
visibility aspects of the extracted watermark after attack by applying filters.
(ii) Proposed attack analysis on watermarking algorithm can be improved for the color
images.
(iii) Proposed attack analysis on watermarking algorithm can be extended for Digital
Watermarks that are resistive to all available attacks and image manipulation as we
tested only four attacks.
Limitation of proposed watermarking algorithm:(i) Proposed watermarking Algorithm cannot be said robust as all of the attacks are not
studied.
(ii) Extracted watermark is not exact replica of embedded watermark.
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