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Abstract: The security of data over unsafe

communication network has always been a primary
concern in the attention of researchers. With the rapidly

growing practise of the internet in all personnel and
business drives, the concern for the illegal access by an
intruder and later misuse, has further put strain on the

industry for developing means and techniques to

overcome this.

Cryptography involves transforming a confidential data

into unintelligible forms or ciphertext might produce
suspicious in the mind of opponents. On the other hand,

Steganography implant secrete message in to a cover
media and hides its presence. As a normal practise, data
embedding is employed in communication, image, text

or multimedia contents for the purpose of copyright,
authentication and digital signature etc.

Both techniques provides the sufficient degree of
security but are vulnerable to intruder’s attacks when
used over unsecure communication channel. Attempt to
combines the two techniques i.e. Cryptography and
Steganography, did results in security improvement.

The existing steganographic algorithms primarily focus

on embedding strategy with less consideration to pre-
processing of data which offer flexibility, robustness
and high security level. The proposed work presents a
unique techniques for image steganography based on
“Triple Data Encryption Algorithms (TDEA)” using the
strength of multiple encryption enhancing the security
level over unsafe communication channel.

Keywords: Image Steganography, Cryptography, LSB
insertion, DES, Multiple encryption, TDEA.

I.INTRODUCTION

Keeping an information safe while communicating it to
somebody at a distance has been in the attentions of
individuals since the early age, so very rudimentary to
present day highly specified computer based methods have
been developed. The past three or four decade led to the
wide spread transfer of data from one end to the other end
of the world. The remarkable growth of the internet also
generate and eased various E- Commerce applications. This
demand the assurance of security of data and any misuse
possible from this theft data. Further the communication
between private parties demanding absolute privacy also
necessitate the data transmission in modified or encoded
mode.

In multimedia communication the necessity of privacy and
confidentiality gains additional importance mainly in open,
unsecure communication network like internet. Present era
of universal connectivity, of viruses, intruders,
eavesdropping and digital fraud need to safe-guard
information from releasing into erroneous hand.

Cryptography techniques [6,7] scramble a source message
in to unintelligible form so it cannot be understood while
steganography hides the message in to other media, so it
cannot be perceived. The term steganography [2,4] derives
from the Greek Steganos which means “covered” and

Grafia means “writing” i.e. Steganography means “covered
writing “ [5] . Thus the stego image should not differ much
from cover image.

Cryptography and Steganography are extensively used in
the field of information hiding [1] and has received
attention from the businesses and academic world in the
past. Former conceals the original data but latter conceal
the very fact that data is hidden.

1. RELATED WORKS

There are large number of steganographic techniques
proposed in literature. Image steganography is a method for
hiding information into a cover image. Least Significant-
Bit (LSB) based methods [22] is common steganographic
practise in spatial domain due to its easiness and hiding
capacity. All the obtainable methods of steganography
concentrate on the embedding method with less concern to
the pre-processing, such as encryption of secrete image.
More recently, researcher’s hides [5] secret messages in
image by replacing the least significant bit of each byte of
the image pixel with the bits of the message. The original
image is not significantly changed. Most image format
identify more shades of colour than the human eye can
notice. The message is successfully be extracted this at the
receiver end. Steganography goes well beyond simple
embedding text in an image.
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Considering the strengths and weakness of steganography
and cryptography, researchers tried to combining them in
practice, so that the new method would simultaneously
possess the advantages of steganography and cryptography
while overcoming the respective weaknesses.

Idea employing the two techniques in tandem, The
techniques describe by Singh and Malik [13] uses blowfish
encryption algorithm for encrypting the text message
rendering it non readable and secure. The LSB techniques
of steganography further enhance the security.

Text encryption with DES and LSB insertion Dhawal Seth
et Al [14] combines cryptography and steganography, so as
to ensure more security over insecure communication
channel. DES cryptographic algorithm being used for
encrypting the text message in conjunction with LSB
substitution for embedding the encrypted message in the
cover image.

Most of the hybrid system uses cryptographic algorithms to
encrypt text message and hide the ciphertext by LSB
steganography. To our knowledge no techniques proposed
cryptography for encrypting image (image encryption).
Proposed system uses cryptographic techniques for
encrypting secrete message i.e. image and then hiding this
encrypted image is hide in to cover image by using LSB
embedding.

A. DES and TDEA

DES given the possible susceptibility to brute-force attack,
there has been significant attention in finding an alternate
to DES. One approach is to finding completely new
algorithm and AES is example of that. Other alternative to
use existing DES with multiple encryption and multiple
keys. The initial standard that describes algorithm ANS

X9.52 available in 1998 is “Triple Data Encryption
Algorithm (TDEA)” . FIPS PUB 46-3 also describe TDEA.

Triple DES uses a key package that consist of three keys.
Ki, K2 and Ks all of having 56 bits. These keys are
applying in three different variant. The encryption of
plaintext takes places as :

Ciphertext = EKs (DK2 (EK: ( Plaintext) ) )

Means DES first encrypt with K1, secondly DES decrypt
with Kz and then DES encrypt with Ks. The plaintext will
be recovered by decrypt with Ks , encrypt with Kz then
decrypt with K.

Plaintext = DK1 (EK2 (DKs ( Ciphertext) ) )

Each triple Des encryption encrypt one block of 64 bits of
data. The TDEA offer three different variants with respect
to keys.

o All three Keys are independent

e Kl and K2 are indepents and K3 = K1.
o All three keys are identical i.e. Ki=K2=Ka.

Triple DES is beneficial because it has important sizes key
length, which is longer than most key length associated
with other encryption methods, i.e. 3x56=168 independent
key bits ensuing in a dramatic increase in cryptographic
strength and obvious to the meet-in-the-middle attack.

B. Peak Signal to Noise Ratio (PSNR ) :

The dimension of the quality between the cover image f
and stego-image g of sizes N x N is derived by PSNR [18]
as:

PSNR = 10 x log (2552 / MSE)

N —

=z

1
Where MSE = (f(x,y)g(x,y) “IN?
0

1
N =0

=z

Where f(x,y) and g(x,y) characterize the pixel value at
the position (X, y) in the cover-image and the stego-image
correspondingly. The PSNR is stated in dB. PSNR is
descriptive of the quality of image i.e. the higher the PSNR,
lower in the difference between cover image and stego
image and vice — versa.

I11. PROPOSED HYBRIDE MODEL

Proposed steganographic model is based on Triple Data
Encryption Algorithms (TDEA) as depicted as follows:
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Figure 1. Proposed Steganography Model

A. Encoding Function

Initially the secrete image is chosen (e.g. of 64x64). The
intensity value of each pixel of secrete image is changed
from decimal to binary. Now taking eight consecutive pixel
values from secrete image, one block of 64 bits is formed.
Input this block to triple DES encoding [19] function
described below.

1 2 3 4 5 8 — — — 6
1 [ 25197166 [ 18T 196 [ — —|[-1-1-71-
2 = — — — — = == =1=1T=
R s = = = o e o e o
4 = = = = == === s =
3 — = =y = Y [ (. [ e [
64 | — - - —|-1-1-1-

A\
[ITIprqopeqoqoep-T-T-T-T- ]
1 2 3 - - - - - - - 64 bits

First block of 64 bits

Figure 3.2: Formation of Input Block for DES

One complete execution of Triple DES with three keys
gives eight pixel value of secrete image into respective
pixel values of encrypted secrete image.

B. Embedding Function using LSB Method

1) Bit Division: Taking the cipher encrypted image, the
values are converted from decimal to binary
The binary value of ( 173 )0 = (10101101)2

Next divide this 8 bit value into 4 part taking 2 bits in each

I I I I

Figure 3.6: Bit Division for LSB Embedding

After bit division, value of bl =10, b2 =10, b3 =11, b4 =
01 are getting.

2) Insertion of Bit value into the cover image: After
receiving the values of bl, b2, b3, b4, these values are
inserted into the cover image. The 2 bit LSB of the four
consecutive pixels in cover image are replace. Taking the
pixels one by one from the cover image, the 2 LSB bits are
replaced by 10,10,11,01 respectively.
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Figure 3.7: Insertion of Bits into cover Image

3) Formation of Stego Image: After receiving the new
pixel value the stego image is formed by replacing these
values at their original position. Likewise the pixels value
on by one from encrypted secrete image and insertion into
the cover image and replaced them. Result becomes the
stego image

Encoding & Embedding Algorithm [19]:

Input: A gray level Secrete Image (m x n), A gray Level
Cover of size (2m x 2n);

Output: Stego Image of size (2m x 2n);

1. Input eight pixel value of the secrete image to
form block of 64 bits to the image encoding
Function (TDEA), which produces the encrypted
secrete image.

2. Divide each pixel value of encrypted secrete
image into 4 parts containing 2 bits each.

3. Insert these pixel values into the LSB position of
first four pixels in the cover image one by one.

4, End.

C. Image Recovery Function

At the receiving end, decoding of stego image perform the
following process:

1) Generate the 2 LSB bits from the stego Image :
The pixels value are handled one by one from the stego
image. Convert these pixel value from decimal to binary
values and take 2 LSB bits from first four consecutive pixel
values:

1 2 3 4 - - 128
110 [242 [35 |97 | = [ =]~ | - 1
= | = == 2
= 3
== 4
-1-28
v
A
~ ™
LofifiJofuifu]u]o]
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Figure 3.8: LSB (2- bits) Extraction of Stego Image

Similarly taking next three pixels. i.e. 242, 35, 97;

(242)10 = (11110010):
(35)10 = (00100011)-
(97)10 = (01100001)-
Getting,

b1=10;b2=10;b3=11;b4=01;
2) Concatenation of bits:

Now concatenating the input, the 8 bits of first pixel value
of encrypted secrete image is acquired as

b, . b, o,
A —A . —A A
[t Jo Jr Jo fr Jr Jo J1 |
- -

——
173

Figure 3.9: Concatenation of Bits (Extracted)
3) Reformation of Encrypted Secrete Image:

Now the generated value is placed into first position.
Similarly taking the next four pixel value from stego
image, the process is repetitive and the whole
encrypted secrete image is recovered.

D. TDEA Decoding Function

1) Creation of Secrete image:

Now the eight consecutive pixel value from encrypted
secrete image are again inputted to TDEA decoding
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function with same constraint and keys one by one (but
used in reverse order) to obtained respective eight pixels
value of original secrete image.

Image Retrieval / Decoding Algorithm [19]:
Input: Stego Image of size (2m x 2n);
Output: A grey level Secrete Image (m x n);
Steps:

1. Input each pixel and take 2 bit LSB from 4
consecutive pixel value of the stego image.

2. Concatenated four 2bit LSB to get 8 bits of each
pixel of encrypted secrete image.

3. Now taking eight consecutive pixel value form
block of 64 bits are input to decoding Function
(TDEA) using same parameter but keys value
used in reverse order getting first eight pixel value
of secrete image and so on.

4, End.

IV. RESULTS AND ANALYSIS:

Proposed model is robust Steganography technique because
without knowing the secrete keys package the extraction of
secrete image from the stego image is impossible.
Furthermore quality of cover image is also not degrading
due to variation in two LSB of each pixel which replicates
only 0 — 3 difference in pixel value.

Moreover the proposed system is capable of not just
scrambling data but it also changes the intensity of the
pixels which contributes to the safety of the encryption.

TABEL | CAPACITY & PSNR

Name of Image Size Capacity PSNR
(Pixel ) In DB
Baboon.jpg 64x 64 25 % 54.58
Cameraman.jpg 64x 64 25 % 55.01
Lena.jpg 64x 64 25 % 59.28

V. CONCLUSION:

In the proposed Triple DES based steganographic model
the strength of conventional DES and bundle of secrete key
for encrypting secrete image, improves image quality and
security compare to existing systems. Steganography,

especially combined with the cryptography is a powerful
tool which enables to communicate safely with the little
computational overload in the system. This model also
counter to the meet in the middle attack with 168 bit key
security.
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