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ABSTRACT 

In today’s world information plays very important role while sharing with its users. Information sharing describes 

the data exchange between people, various organization and technologies, in different service sectors like financial 

sectors, medical sectors, emergency service sector secured information sharing is mostly an important area which 

needs to achieve effectively. Specifically in logistics management where supply chain management and supply chain 

engineering which plans, controls and implements the efficient storage of goods, services, and related information 

between the point of origin and point of consumption to meet customer's requirements. In this paper a novel 

approach for secured information sharing is discussed with block chain technology by insisting the utilization of 

optimization concept in the data privacy preservation via selecting the optimal key required for sanitization. 

Keywords: Supply chain management, block chain technology, Information sharing. 

1. INTRODUCTION 

Information security is at most important now a dayfor companies which most people still donot get it. 

Organizations fill that there information is secured and it can't attract threats which is big mistake they are making. 

 companies work hard to takes steps to protect its intellectual property, but it is also important to not blindlybelieve 

that someone cannot break into your data. For giving assurance to organizations regarding total security of data 

many existing models are trying to work in this area[1][2]. 

InfoSec, which is also called as information security, is a process of prevention of unauthorized access, 

confidentiality, counter threats ,disruption, modification  and destruction of business information. Information 

security is badly needed in companies where data is secured from the malicious purpose in the system. Digital or 

non-digital information can be of any form and it could be anything like your personal information, business 

information, confidential data on personal computer and mobile devices etc.Information sharing is crucial in many 

areasone such area in which paper is focused on is supply chain management[3]. Supply chain management is a 

process used by organizations, companies to make sure that their chain in which different stakeholders are involved 

is cost-effective and effective[12]. A supply chain is the combination of steps whichcompanies, organizations takes 
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to transform a final product from raw material. There are various stages involved in supply chain where security is 

the main concern as the chain contains multiple stakeholders, the stages are planning, developing, making, 

delivering and returning[4]. 

2. LITERATURE REVIEW 

Blockchain technologies largely used in the operations and logistics domain as well. Currently, supply chains are 

becoming more complex from logistics in structure, task are becoming difficult, and stakeholders are diverse, and 

many organizations do not provide an  entire supply chain integrated view[11]. organizations who termed as large 

have built their own systems and identities formaintaining coverage of operations which are global and effective for 

giving power to interact with the suppliers[9][10]. Otherwise, centralized regulatory bodies or intermediaries in 

which they need to rely. Because of transparency issues many difficulties and problems are there in the supply chain 

mechanism in terms of traceability, security, verification and authentication of system. Blockchain will beexcellent 

solution to provide the challenges of supply chains, and therefore it is good decision to adopt blockchain technology, 

with its features of, transparency, unchangeableand dependable, for providing more security and visibility in the 

logistics[5][6]. In proposed approach an advanced algorithm is discussed where by using the process of key 

generation the security of data is maintained at each level by using FSLno algorithm.   

 

Fig. 1 Process of Supply chain management 
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In supply chain management there are different levels which are responsible for passing data from one end to 

another the levels are manufacturer, manager, delivery, and vendor. As shown in Fig.1 at manufacture end different 

firms create their own database with different records like Item Description, Brand, Item Quantity, Price, Weight 

(Kilograms), Managed By (Manger), Shipment Mode (delivery),Vendor, etc. Each manufacturer sanitizes the 

sensitive data and creates an individual blockchain.When the blockchain from the manufacturers reaches the 

mangers; the concern manger gets the likelihood to access the data block allocated to them, and further creates their 

blockchain. Similarity, the delivery and the vendors on acquiring the block of information from the manger and 

delivery creates the blockchain, respectively[7][8]. 

In supply chain management as each level is responsible for passing the information and adding blocks at every end 

where each block contained the sensitive information which is to be hidden from other stakeholders. At 

manufacturer level the sensitive and non sensitive fields are identified where sensitive fields are to be hidden from 

other users. 

3. METHODOLOGIES 

In this paper the approach discussed is achieved through two different methodologies data sanitization and data 

restoration in both methods the sensitive fields information is passed using key generation. 

i) Data Sanitization 

Data sanitization is the process of hiding sensitive information in a test and development database byOverwriting 

sensitive information with a similar type of realistic-looking but inaccurate data. 

In sanitization process there are five steps to be carried out 1) sanitization using key 2)Key matrix 3) Binarization 

4)Original database. 

ii) Data Restoration 

A data restore is the process of copying backup data from secondary storage and restoring it to its original location 

or a new location. A restore is done to lose data in its original state, stolen or damaged, or to transfer data to a new 

location. In data restoration remaining five steps are there 1) sanitized database.2) Binarization 3) substractor 

4)Restoration 5)original database. 

iii) Proposed Privacy Preservation approach 

The privacy preservation approach will be conducted through different processes in which the first process is key 

generation and second process is designing new improved algorithm whichis a novel approach.  

iv) Key Generation 
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Key generation comprises of solution transformation in which K is transformed into reconstructed database using 

khatri-raoprocess, K is converted into K1 using matrix dimension 
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4. PROPOSED ALGORITHM 

In this algorithm there are four different phases to be carried out 1). Pray detection and tracking 2). Attacking phase 

3). Circle updating position 4). Pray Searching. 

In first phase the distance between the targets pray and the sea lion is identified,the sea lion moves to a position over 

the target prey to get much closer to the prey. In attacking phase, the phase can also called as exploration phase 

where the number of iterations are identified using Dwindling encircling technique for directing towards the pray. In 

circle updating position the basic hunting process is executed where they start hunting from edges. Lastly the 

distance between favorable solution and search agent is identified. In the pray searching phase sea lions search 

randomly employing their whiskers and swimming zigzagging to find prey. Thus, it is done with the random values. 

In case is greater than one or less than negative one, this leads to force sea lions to move away from the target prey 

and the sea lion’ leader. Therefore, this situation obliges sea lions to search for other prey. 

5. CONCLUSION 

In this paper a novel approach is discussed which after comparison with existing models provide security in 

traversing data from one level to another and ultimately make data secure in chain of communication.  
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