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Abstract- Financial fraud perpetrated through banking transactions continues to escalate in scale and sophistication, inflicting annual 
global losses estimated to exceed USD around 6 trillion. The proliferation of digital payment ecosystems, mobile banking platforms, 
and real-time fund transfer services has simultaneously expanded the attack surface available to fraudulent actors, rendering 
traditional rule-based detection systems fundamentally inadequate. Conventional machine learning approaches further exhibit 
critical shortcomings when confronted with the extreme class imbalance inherent in fraud datasets, where fraudulent transactions 
may constitute less than 0.1% of total transaction volume. The primary technical challenges addressed in this research encompass : 
class imbalance problem that biases classifier training toward majority-class (legitimate) transactions, yielding misleadingly high 
overall accuracy while producing unacceptable false-negative rates for fraud detection; concept drift phenomenon where fraud 
patterns evolve continuously, causing static models to deteriorate rapidly in real-world deployment; and latency constraints of real-
time transaction processing environments that demand sub-100-millisecond inference decisions without sacrificing detection 
accuracy. This research proposes a HDLFD framework that integrates Bidirectional Long Short-Term Memory networks for 
temporal pattern recognition, one-dimensional Convolutional Neural Networks for local feature extraction, a multi-head Attention 
mechanism for context-aware feature weighting, and a Variational Autoencoder for unsupervised anomaly scoring. Class imbalance 
is addressed through a hybrid resampling strategy combining Synthetic Minority Over-sampling Technique with Tomek Links under 
sampling. The proposed HDLFD framework achieved an F1-score of 97.84%, precision of 98.12%, recall of 97.56%, AUC-ROC 
of 0.9923, and average inference latency of 18.7 milliseconds on the PaySim and IEEE-CIS Fraud Detection benchmark datasets. 
The framework outperformed state-of-the-art baselines including Gradient Boosted Trees, standard LSTM, and Isolation Forest by 
margins of 4.2% to 11.7% in F1-score.  
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1. INTRODUCTION 

 
Classical machine learning approaches encounter 

severe limitations when applied to real-world financial 
transaction data. The most pervasive challenge is extreme class 
imbalance: in typical banking transaction datasets, fraudulent 
transactions constitute between 0.01% and 0.5% of the total 
transaction volume, causing conventional classifiers to achieve 
misleadingly high accuracy by predicting all transactions as 

legitimate while completely failing to identify actual fraud [5]. 
Moreover, the sequential and temporal nature of transaction 
behaviour where fraud patterns manifest as anomalous 
sequences of actions rather than isolated transaction features—
cannot be adequately captured by feature-independent 
classification models [6]. 

Deep learning architectures have demonstrated superior 
capabilities for capturing complex, high-dimensional, and 
sequential patterns in large-scale datasets. Recurrent Neural 
Networks (RNNs) and their Long Short-Term Memory (LSTM) 
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variants are particularly well-suited for modeling the temporal 
dependencies in transaction sequences that characterize 
fraudulent behavioral trajectories [7]. Convolutional Neural 
Networks (CNNs), while primarily associated with image 
processing, have shown strong performance on tabular and 
sequential financial data through their ability to extract local 
feature interactions automatically [8]. Attention mechanisms 
further enhance deep learning models by enabling selective 
focus on the most informative features and time steps within a 
transaction sequence, improving both accuracy and 
interpretability [9].  

With these individual contributions, no current literature has 
fully synthesized BiLSTM, CNN-1D, Attention, and VA into 
one hybrid framework for real-time banking fraud detection 
that also targets class imbalance and concept drift [10]. This 
study fills this gap by designing, implementing, and empirically 
evaluating the HDLFD framework. The rest of the paper is 
organized as follows: Reviews the literature and architecture, 
Result and Discussion provides the implications of this research 
and suggests areas for further study, and Conclusion. 

II. LITERATURE REVIEW 
The domain of machine learning-based financial fraud 

detection has witnessed substantial research activity between 
2022 and 2025. This section synthesizes contributions across 
five thematic areas to establish the state of the art and identify 
the gaps that motivate this research. 

 

2.1 Deep Learning Architectures For Fraud Detection 
Ileberi et al. [5] conducted an extensive evaluation of 

machine learning models on imbalanced fraud datasets, 
systematically demonstrating that without explicit imbalance 
handling, even high-performing architectures produced recall 
rates below 60% for minority-class (fraud) detection, 
reinforcing the necessity of dedicated resampling strategies.  

 

2.2 Addressing Class Imbalance In Fraud Detection 
Bhatt et al. [8] proposed a cost-sensitive learning framework 

for fraud detection that assigns asymmetric misclassification 
costs during training, penalizing false negatives (missed fraud) 
significantly more heavily than false positives. Their approach 
achieved a 12.4% reduction in false-negative rate compared to 
standard binary cross-entropy training on banking transaction 
data.  

Saia and Carta [9] introduced a frequency-domain 
transformation-based oversampling technique for credit card 
fraud, generating synthetic samples by perturbing frequency 

components of legitimate transaction time series, achieving 
more realistic synthetic samples than spatial interpolation 
methods. 

 

2.3 Temporal And Sequential Modeling 
. Lv et al. [12] investigated graph neural networks for fraud 

detection in e-payment systems, modeling transactional 
relationships as heterogeneous graphs and achieving 93.7% 
precision in identifying fraudulent transaction clusters. 

 

2.4 Autoencoder-Based Anomaly Detection 
Carcillo et al. [15] introduced a streaming autoencoder 

framework for detecting concept drift in fraud patterns, 
enabling continuous unsupervised adaptation to evolving 
transaction distributions without requiring labeled fraud 
examples for retraining. Their approach maintained detection 
performance within 5% of a fully supervised retrained model 
despite requiring no human labeling of emerging fraud patterns. 
Ali et al. [16] evaluated multiple autoencoder architectures 
including sparse, denoising, and variational variants for 
financial anomaly detection, finding that VAEs consistently 
provided the most calibrated anomaly scores due to their 
probabilistic latent space representation. 

 

2.5 Explainability And Real-Time Constraints 
 
Zheng et al. [20] evaluated federated learning frameworks 

for collaborative fraud detection across multiple banking 
institutions without sharing raw transaction data, achieving 
91.2% of the detection performance attainable with centralized 
data training while preserving strict data privacy. 

Surveying additional contributions, Sadgali et al. [21] 
analyzed performance metrics appropriate for imbalanced fraud 
detection, recommending Matthews Correlation Coefficient 
and G-mean as more informative than accuracy. Tran et al. [22] 
investigated bidirectional LSTM architectures for sequential 
fraud detection, confirming superior temporal pattern capture 
over unidirectional variants. Xie et al. [23] proposed multi-scale 
CNN architectures for transaction feature extraction. Wang et 
al. [24] developed attention-enhanced hybrid networks for 
mobile payment fraud. Ngai et al. [25] provided a 
comprehensive review of neural approaches. Further 
methodological foundations were drawn from Zhu et al. [26] on 
ensemble deep learning, Pumsirirat and Yan [27] on 
autoencoder applications, Maes et al. [28] on Bayesian network 
comparisons, Dal Pozzolo et al. [29] on calibrated classifier 
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outputs, and Abdallah et al. [30] on fraud detection survey 
methodologies. 

 
 

 
Fig. 1  Fraud Detection System 

III. RESULTS AND DISCUSSION 

3.1 F1-Score Comparison Across Models 

 TABLE I: F1-SCORE (%) COMPARISON ACROSS MODELS AND 
DATASETS 

 
Model PaySim IEEE-CIS Combined 

Average 

Logistic 
Reg. 

72.4 74.1 73.3 

Random 
Forest 

84.7 86.2 85.5 

XGBoost 88.3 89.7 89 

Standard 
LSTM 

91.2 92.4 91.8 

Isolation 
Forest 

78.6 79.3 79 

HDLFD 
(Proposed) 

97.6 98.1 97.8 

 
In Table I the F1-score comparison we can see that the 

HDLFD framework is the most successful among all the 
participants in the comparison. On the PaySim dataset, HDLFD 
received an F1-score of 97.6% which is an improvement of 
6.4%, 9.3%, 13.1%, 19.1%, and 25.2 percentage points better 

than Standard LSTM, XGBoost, Random Forest, Isolation 
Forest, and Logistic Regression respectively. It is the same case 
in the IEEE-CIS dataset at HDLFD attained an F1-score of 
98.1% with no exception to this consistency. This said, the 
overall F1 of 97.84% average still speaks to the framework's 
solid generalization as an advantage among varied fraud 
detection scenarios and sets of data. The performance gap is 
most pronounced against Isolation Forest (18.8 pp), confirming 
that purely unsupervised anomaly detection is insufficient when 
label fraud examples are available for supervised training. 

 

3.2 Inference Latency Distribution 
TABLE II: INFERENCE LATENCY (MS) AT DIFFERENT 

TRANSACTION VOLUMES (TPS) 
 

TPS 
Volume 

HDLFD 
p50 

HDLFD 
p95 

HDLFD 
p99 

LSTM 
p50 

LSTM 
p99 

1,000 12.3 18.7 28.4 9.8 19.2 

3,000 13.1 20.2 32.1 10.4 22.6 

5,000 14.7 22.8 38.6 11.2 26.3 

8,000 16.9 26.4 42.3 12.8 31.4 

10,000 18.7 31.2 48.9 14.1 36.7 

12,000 21.4 37.8 58.3 15.6 42.9 

15,000 28.3 52.4 79.1 18.4 54.3 

 
In Table II is the inference latency profiling shows that the 

HDLFD framework meets the real-time processing requirement 
of sub-100ms latency on all tested transaction volumes up to 
12,000 TPS with p99 latency of 58.3ms at 12,000 TPS. For a 
standard operating load of 5,000 TPS (typical of mid-size 
banking deployments), it is shown that p50 latency of 14.7ms 
and p99 latency of 38.6ms meets the real-time requirements. 
The HDLFD framework has minimal latency overhead over a 
more primitive LSTM baseline framework, growing from 
3.3ms at 1,000 TPS to at most 4.6ms at p50 at 10,000 TPS, 
offering a more favorable accuracy-latency trade off. VAE 
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anomaly scoring adds about 3.2ms at most per transaction, and 
since it is done asynchronously on borderline cases, it is less 
impactful on the critical path. p99 latency at 15,000 TPS is 
79.1ms, which is just under the 100ms threshold, representing 
the scaling limit of a single instance and thus horizontal scaling 
would be needed for ultra-high-volume deployments 

3.3 False Positive Rate Reduction 
TABLE III: FALSE POSITIVE RATE (%) ACROSS MODEL CONFIGURATIONS 

 
Model Withou

t 
Resam
pling 

SMOTE 
Only 

Tomek 
Only 

SMOTE
-Tomek 

SMOTE
-

Tomek+
VAE 

Logistic 
Reg. 

3.84 2.91 3.12 2.43 2.21 

Random 
Forest 

2.13 1.68 1.82 1.47 1.31 

XGBoost 1.74 1.32 1.48 1.09 0.94 

Standard 
LSTM 

1.42 1.07 1.19 0.88 0.74 

HDLFD 
(Proposed

) 

0.94 0.72 0.81 0.61 0.43 

 
In table III, The False positive rate (FPR) analysis examines 

each system component’s system’s impact on blocking 
legitimate transactions, out of some combination of fraud, 
customer or bottom line loss. The HDLFD framework, without 
any resampling, has achieved a baseline FPR of 0.94%, which 
is the lowest of all models tested, and thus demonstrates the 
hybrid architecture’s value. Then resampling of the pipeline, 
sequentially, reduced the FPR of HDLFD to 0.72%, 0.81% 
(Tomek Links, worse than SMOTE due to data reduction), 
0.61% (SMOTE-Tomek combined), and finally to 0.43% 
(which represented a 54.3% reduction from baseline) with VAE 
anomaly filtering. The VAE contributed to the FPR (0.18 pp 
improvement) and this can be primarily attributed to validating 
real anomalies in unclear situations, thereby reducing the 
number of both false positives and false negatives. 

 

IV. CONCLUSIONS 
This research has presented the Hybrid Deep Learning Fraud 

Detection (HDLFD) framework, a comprehensive and 
computationally efficient solution to the challenge of real-time 

fraud detection in banking transaction systems. The framework 
addresses the three core limitations identified in existing 
approaches—class imbalance, temporal pattern complexity, 
and susceptibility to novel fraud patterns—through an 
integrated architecture combining Bidirectional LSTM 
networks, one-dimensional Convolutional Neural Networks, 
multi-head Attention mechanisms, and Variational 
Autoencoder-based anomaly scoring. The primary 
contributions of this research are threefold. First, the formal 
design and empirical validation of the Hybrid SMOTE-Tomek 
resampling algorithm, which reduces class imbalance from 
1:769 to approximately 1:4 while preserving decision boundary 
clarity through targeted Tomek Links removal, achieving an 
18.4% improvement in false-negative rate compared to 
SMOTE-only resampling. Second, the BiLSTM-Attention 
architecture with focal loss training, which achieves 97.84% 
F1-score and AUC-ROC of 0.9923—outperforming the best 
baseline (Standard LSTM) by 6.1 percentage points in F1 and 
7.2 points in AUC on the combined benchmark evaluation. 
Third, the VAE anomaly scoring component, which provides 
mathematically grounded detection capability for zero-day 
fraud patterns outside the training distribution, contributing a 
54.3% reduction in false positive rate when integrated with the 
ensemble decision layer. From a practical deployment 
perspective, the HDLFD framework achieves 18.7ms median 
inference latency and 42.3ms at p99 at 10,000 TPS—satisfying 
the sub-100ms real-time requirement of production payment 
gateways. The framework's modular architecture enables 
independent component updates as fraud patterns evolve, with 
automated drift detection triggering targeted retraining of only 
the affected components rather than full model retraining. 
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