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Abstract:  ZigBee is a latest Wireless sensor interconnection technology characteristic of 
short distance and minimum speed. We can use this kind of technology for various 
specific situation for signal accumulation, processing and transferring data. ZigBee is a 
new automation now being redistributed for wireless sensing networks. A sensor organize 
is a foundation involved detecting, processing and interchanges components that enables 
the instrument to observe and respond to environment and marvels in a predetermined 
domain. Common applications incorporate, however are not constrained to, information 
accumulation, checking, observation. ZigBee frames a powerful system for transmitting 
video and no security is connected over video once the information is disseminated. In this 
exploration work is done over exchanging secure video over zigbee utilizing variable 
length encryption process. Video movement discovery based control framework is 
fabricate utilizing closed circle control framework with expanded went. 
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I. INTRODUCTION 
 
ZigBee is the arrangement of details 
worked around the IEEE 802.15.4 remote 
convention. ZigBee innovation is a low 
information rate, low power utilization, 
minimal effort, remote systems 
administration convention focused towards 
mechanization and remote control 
applications ZigBee is a correspondence 
convention that utilizations little, low-
control computerized radio signs in view of 
the IEEE 802.15.4 standard. ZigBee works 
in ISM radio groups: In USA 915 MHz, in 
Europe 868 MHz and 2.4 GHz in different 
parts of the globe. In the 2.4 GHz band 
there are 16 ZigBee channels, with each 
channel requiring 2MHz of data transfer 
capacity. The most competent ZigBee hub 
sort is said to require just in regards to 
10typical Bluetooth or Wireless Internet 
hub, while the least difficult hubs are 

around 2 However, genuine code sizes are 
considerably higher, more like 50 
transmission scope of Zigbee is more than 
50 meters and speed is 20-250KB/s, it 
needs just 32K of framework assets. It is  
 
straightforward, viable and less expensive 
than different WPANs like bluetooth, WiFi. 
ZigBee fathoms the necessities of remote 
observing and control, and sensor organize 
applications. It takes full preferred 
standpoint of a capable physical radio 
determined by IEEE802.15.4, including 
consistent system, security and application 
programming to the particular. ZigBee 
technique has little convention that is an 
impediment of the system. Subsequently, 
the system is not appropriate for 
transmitting immense information, e.g. 
information, sound information, video 
information, and so on., on the grounds that 
a transmitting time is very long at any rate 
contingent upon the measure of 
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information. In this paper, an administrative 
evaluation of image transferring over 
ZigBee networks had been investigated to 
decode the shortcomings of ZigBee 
transmission capability [2]. The 
interrelation between IEEE 802.15.4 and 
ZigBee is like that between IEEE 802.11 
and the Wi-Fi Alliance. For non-business 
purposes, the ZigBee particular is 
accessible allowed to the overall 
population. A section level participation in 
the ZigBee Alliance, called Adopter, costs 
US$ 3500 every year and gives access to 
the up 'til now unpublished particulars and 
consent to make items for showcase 
utilizing the details. ZigBee is one of the 
worldwide principles of correspondence 
convention defined by the applicable team 
under the IEEE 802.15 working gathering. 
The fourth in the arrangement, WPAN Low 
Rate/ZigBee is the freshest and gives 
particulars to gadgets that have low 
information rates, expend low power and 
are subsequently described by long battery 
life. Different gauges like Bluetooth and 
IrDA address high information rate 
applications, for example, voice, video and 
LAN interchanges [11]. 
 

II. MULTIMEDIA OVER ZIGBEE 
 
The rising IEEE 802.15.4 (Zigbee) standard 
is proposed for low data rate, low power 
usage and straightforwardness remote 
individual domain frameworks (WPANs). 
Video transmission over such frameworks 
is seen as an issue since video development 
contains a ton of information that requires 
high data rates. Transmission of video over 
such systems is viewed as a problem since 
video movement consist of  lot of data that 
requires high information rates. Remote 
benchmarks, including IEEE 802.15.4, 
when all is said in done utilize a solitary 
channel for information transmission 
despite the fact that various non-covered 
directs exist in the 2.4 GHz range. The 
aggregate throughput of these frameworks 
can be improved by using distinctive 
occupies that are available in the radio 
range allocated by the standards. ZigBee is 
a remote standard-based development that 

tends to the necessities of sensor framework 
applications, engaging extensive based 
sending of complex remote frameworks 
with negligible exertion and low power 
courses of action that continue running for a 
significant timeframe on conservative basic 
batteries. The most extraordinary data rate 
of this development is 250 kb/s, which is 
low stood out from various headways, yet 
satisfactory to transmit sublime picture 
using available exchange speed [21]. 
A. Applications of Zigbee  
It is not compelled to a particular level but 
instead by virtue of being cost effective, 
low-control battery and remote system, this 
Zigbee development is used in practically 
every machine. Zigbee development is 
modified in a chip shape and is used as a 
piece of various devices to work 
consequently. For controlling and watching 
a whole mechanical office unit while sitting 
in one hotel is possible by using Zigbee 
development It unites each one of the units 
in one place and enables the remote 
checking. In same manner, a home can be 
bound together by extending the security 
edge. Various little supplies are going with 
embedded Zigbee development chips and 
genuinely works like a remote. Zigbee 
development is rapidly spreading in the 
market by showing devices like smoke and 
warmth sensor, helpful and coherent sorts 
of apparatus, control units of home and 
industry and remote particular devices. The 
alter hand over the field of innovation with 
the presentation of zigbee innovation [6]. 
 
ZigBee conventions are expected for use in 
inserted applications requiring low 
information rates and low power utilization. 
ZigBee's present concentration is to 
characterize a broadly useful, economical, 
self-sorting out work arrange that can be 
utilized for modern control, inserted 
detecting, information gathering,  
gatecrasher cautioning, building 
computerization, home mechanization, and 
so on. The subsequent system will utilize 
little measures of energy singular gadgets 
must have a battery life of no less than two 
years to pass ZigBee accreditation. 
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Typical application areas include Home 
Entertainment and Control Smart lighting, 
propelled temperature control, well-being 
and Security, motion pictures and music 
also Home Awareness Water sensors, 
control sensors, vitality observing, smoke 
and fire indicators, Smart machines and get 
to sensors. Versatile Services m-
installment, m-checking and control, m-
security and get to control, social insurance 
and tele-help. Business Building Energy 
checking, HVAC, lighting, get to control. 
Mechanical Plant Process control, resource 
administration, ecological administration, 
vitality Management, modern gadget 
control. 
 
B. Advantages of Zigbee 
 
1.  ZigBee's essential inclination is its 
ability to be planned in asserted 
frameworks with remote sensor points 
that are prepared for multi-year battery 
lives. 
2.  Zigbee backings immense number of 
center points in framework.  
3.   Zigbee has Low dormancy period, it is 
around 30ms. 
4.  Control utilization in zigbee is low when 
contrasted with different remote sensor, 
arrange Technologies subsequently having 
long battery life. 
5.  The system is versatile and it is easy to 
add/remote zigbee end device to the 

network. 
 
 
 

Figure 1: ZigBee topologies[4] 
 

II. TOPOLOGIES IN ZIGBEE 
 

A. Mesh topology 
 
Zigbee arrange works chiefly finished work 
topology. Work topology, additionally called 
distributed, comprises of a work of 
interconnected switches and end. Every 
switch is ordinarily associated through no 
less than two pathways, and can hand-off 
messages for its neighbors. Work topology 
underpins "multi-bounce "correspondences, 
through which information is passed by 
jumping from gadget to gadget utilizing the 
most dependable correspondence joins and 
most savvy way until the point when its 
device fails or experiences interference, the 
network can reroute itself using the 
remaining devices. 
 
Benefits of mesh technology 
 
This topology is highly reliable and robust 
and any individual router become 
inaccessible, alternative routes can be 
discovered and used. 
 
The use of intermediary devices in relaying 
data means that the range of the network 
can be significantly increased, making this 
topology highly scalable. 
 
Weak signals and dead zones can be 
eliminated by simply adding more routers 
to the network. 
 

B. Limitation of mesh topology 
 
This topology has a higher communications 
overhead than the star topology, which can 
result in increased latency and lower end-
to-end performance. 
 
Meshed routing requires more complex 
network protocols. This means the routers 
require more embedded resources, which 
can result in Increased power consumption 
and costs. 
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IV. PROPOSED WORK 
 
Zigbee is a low piece rate and lower control 
utilization remote gadget. These days it is 
utilized for different purposes in various 
machines. In this exploration work we have 
utilized camera for continuous transmission 
of video outlines from transmitter to 
beneficiary. In past explores no work has 
been done on sight and sound encryption 
while exchanging video so we have 
exchanged video to expected beneficiary by 
scrambled it with variable length 
encryption. Picture is caught in YUY2 
arrangement of video with determination of 
160*20pixels. This organization utilizes 
4:2:2 chromic sub-inspecting with each 
example spoke to by 8bits of information. 
For better video quality this YUY2 design 
is set to RGB arrange. One casing is caught 
from current video and changed over into 
dark picture and after that encryption is 
done before exchanging the video. Signal is 
additionally determined to transmitter for 
shut circle control framework. 
 

 

 

  
V.  Results  

In this section we are showing the results of 
multimedia over zigbee using variable 
length encryption. The results shows that 
the video frame captured have four subplot 
with RGB frames , grey image frames , 
noise free frame and encrypted frame. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3: video frames at transmitter 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
Figure: 4 video frame at receiver end  

 
 
 
 
 

VI. CONCLUSION AND FUTURE 
WORK  

 
A. Conclusion

It is likely that ZigBee will increasingly play 
an important role in the future of computer 

and communication technology. In terms of 
protocol stack size, ZigBee's 32 KB is about 
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one-third of the stack size necessary in other 
wireless technologies (for limited capability 
end devices, the stack size is as low as 4 
KB). The IEEE 802.15.4–based ZigBee is 
intended for remote controls and sensors, 
which are a lot of in number, however 
require just little information bundles and, 
essentially, to a great degree low utilization 
power for (long) life. Throughput of ZigBee 
is low; rate of information exchange is 
around 250kbps. So this ZigBee framework 
is valuable for Application that necessities 
low information rate. Zigbee shapes a 
powerful system with exceptionally secure 
video transmission. The execution of zigbee 
is less expensive than wifi. Unwired 
applications are profoundly looked for after 
in many systems that are described by 
various hubs devouring least power and 
getting a charge out of long battery lives. 
Zigbee innovation is intended to best suit 
these applications, for the reason that it 
empowers diminished expenses of 
advancement and quick market reception 
[21-33]. 
 

Future scope 
 
Work can be made in future over layered 
abstraction. Network and system delay can 
be calculated in further researches. There is 
no provision for audio enabled video 
capturing system which can be done by using 
media contents. 
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