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Abstract: This paper is concerned with a technique 

ZigBee, which is open global wireless protocol based on 

IEEE 802.15.4 standard. ZigBee operates in the 2.4 GHz 

frequency band similar to Wi-Fi and Bluetooth, but it 

operates at much lower data rate of 250 kb/s. It may 

interfere with other devices which work in same 

frequency band. The proposed schemes enable to 

transmit video over ZigBee with minimum data loss and 

excellent picture quality. . ZigBee, in general, uses a 

single channel for data transmission an image 

transmission over ZigBee networks with a transmit 

diversity. Video over zigbee is send using cryptography 

which will help in distributing data to intended user with 

key system and used to provide low cost, low power, low 

bit-rate wireless transmission of data over network. In 

order to transmit large amount of information that 

requires high data rates such as video, images etc, a 

transmit diversity is considered. This improves 

throughput of network and made it more  faster. 
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I. INTRODUCTION 

MPEG-4 VBR requires a significant data and a 

large bandwidth for video transmission. VBR refers 

to Variation in Bit-Rate that allows the video to use 

small data in which video have large number of key 

frames and to use large data in which video have 

more number of different frames to provide 

constant video quality. MPEG-4 VBR gives 

uncertainty, large amount of delay, and more data 

loss because of variations in bitrate. Some wireless 

devices like ZigBee is the only standards that uses 

the radio frequency in order to address the unique 

need of low cost and low power mesh networks, 

which can be used in many applications like 

personal and home control, remote monitoring, 

smart energy, building automation network 

applications and telecommunications, But the 

bandwidth of ZigBee device is limited, variable and 

uncertain because of large interferences in radio-

frequency which present in surrounding 

environment and portability of ZigBee device. This 

research uses ZigBee of 2.4 GHz frequency band 

and limited data rate of 250 kb/s. The frequency 

band of ZigBee device might be affected due to the 

interferences of other wireless devices like Wi Fi 

and Bluetooth which operates in the same 

frequency range. Therefore it is almost impossible 

to transmit the MPEG-4 VBR video over the 

ZigBee channel. 

Zigbee is a specification that is built on top of the 

IEEE 802.15.4 short range communications 

standard.Zigbee covers the upper layers of the 

protocol stack, while 802.15.4 is in charge of MAC 

and PHY layers.  The Wireless technologies 

continue to find increasing applications in the home 

and industrial environments. Many home and 

industrial applications need low data rates for 

control purposes. Data acquisition and its transfer, 

building automation and security are the newer 

applications. ZigBee is intended for low-

http://www.zigbee.org/Specifications/ZigBee/Overview.aspx
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throughput, low-power, low-cost applications. For 

this reason, it is much simpler than other protocols 

such as Wi-Fi (IEEE 802.11). It has support for 

mesh topologies, which means that ZigBee devices 

relay messages for each other through multiple 

wireless hops.  The ZigBee standard is a superset of 

the 802.15.4 standard and specifies the network 

security layer, application framework and 

application profiles so that ZigBee-certified 

equipment from different vendors will interoperate 

seamlessly. A ZigBee-certified application must 

conform to both the ZigBee standard and the 

802.15.4 standard .It based on the radio frequency 

electromagnetic waves. ZigBee is based on the 

IEEE 802.15.4 Standard and 128bit key and AES-

128 block encryption tool with Flexible protocol 

design which make it suitable for many 

applications. 

 

 

 

II. LITERATURE REVIEW 

In March[2010],kumar M, explained the 

theoretical background about ZigBee, its 

advantages over other wireless technologies for 

sensor environments and implementation examples. 

He explained that zigbee is Wireless technologies 

continue to find increasing applications in the home 

and industrial environments. Many home and 

industrial applications need low data rates for 

control purposes. Data acquisition and its transfer, 

building automation and security are the newer 

applications. It is desirable that the wireless sensors 

deployed for such applications have long battery 

lives. 

In June[2009], Antunovic.M, Investigate into the 

challenges faced in Video streaming over 802.15.4 

based wireless sensor networks will be conducted 

through simulation and theory. Attempts are made 

to justify the viability of combining low data rate 

wireless sensor networks with the Stream Control 

Transmission protocol (SCTP) and multiple 

description video coding with H.264 to take 

advantage of the multi-streaming feature available 

in SCTP. Scenarios are developed to test for the 

level of optimal good put with various limitations 

in mind such as payload size, increased power 

consumption and maximum transmission rates 

imposed by the ZigBee standard. 

In [2011] Chantharat.W et al, proposed an image 

transmission over ZigBee networks with a transmit 

diversity, which aims to improve the total 

throughput of networks. The results show that the 

image can be transmitted over the proposed system 

faster than the system without transmits diversity. 

The proposed system can save the transmission 

time over 40%.Thus improves reliability by using 

two or more communication channels with 

different characteristics. In this paper a designed 

method of image transmission over ZigBee 

networks with transmits diversity is proposed. Two 

transmitters and receivers with ZigBee modules are 

investigated. In the results, the transmission time is 

save over 50% and maintains all of ZigBee network 

property. It has an important reference and practical 

value for high data rate ZigBee network for video, 

sound and image transmission. 

In[2013] Gupta.D et al, performed various 

simulations on Network Simulator version 2.29 and 

compared results for the three traffic types-ie. ftp, 

cbr, poisson. Video transmission over such 

networks is considered an issue since video traffic 

contains a large amount of information that 

requires high data rates. This paper also presents 

analysis of video transmission over this protocol. 

During the simulation on ZigBee networks, we 

have used the AODV Routing protocol compared 

the simulation for three traffic types namely-ftp, 

cbr, poisson. The Ad hoc On-Demand Distance 
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Vector (AODV) routing protocol is developed over 

DSDV and the improvement is on minimizing the 

number of required broadcasts by creating routes 

on an on-demand basis, as opposed to maintaining 

a complete list of routes in DSDV algorithm. It 

offers quick adaptation to dynamic link conditions, 

low processing and 

Memory overhead, low network utilization, and 

uncast route determination to destinations within 

the ad hoc network. 

In Feb[2015] John.K.S et al, propose an End-to-

End Video streaming system over wireless 

multimedia sensor networks. First part of this paper 

explains the video encoding and the second part 

contains the route discovery along with Low 

Density Parity Check based forward error 

correction scheme to ensure error free data delivery 

The goal of the proposed system is to provide high 

quality video with maximum signal to noise ratio 

and minimum mean square error . The system is 

fully implemented in MATLAB. The conclusions 

are made thatH.264 AVC encoder/decoder is used 

for data compression followed by Low density 

Parity Check (LDPC) based forward error 

correction scheme to ensure error free transmission. 

Wireless multimedia sensor network with 10 

randomly situated nodes and different link states 

are considered as source and destination of our 

transmission system. To discover the route between 

source destination pair AODV based route 

discovery mechanism is utilized. Simulation results 

shows that proposed scheme achieves maximum 

PSNR of 27.62 dB for seventh frame and minimum 

MSE achieved is 0.0173. 

 

In Feb[2015] Swathy.L et al, provides the system 

for video streaming in ISM band which make the 

system low power and low cost for defence 

application which was limited by the wireless 

sensor networks (WSN). Video streaming is done 

by capturing images continuously and displaying 

them that looks like a video. The use of Zigbee was 

not sufficient to transmit data over limited 

bandwidth. Further traffic is introduced while 

transmitting JPEG images over Zigbee channel due 

to its controlled bandwidth. Hence this paper 

provides a solution that captures images using 

Vision sensor and transmit over Xbee transceiver 

that can be deployed in highly sensitive area for 

defence control. ARM (Advanced RISC Machine) 

microcontroller is used to read the images captured 

by the vision sensor. Upon transmitting the images 

at a continuous rate, the video could be observed at 

the receiver end. This system 

Transmits images are transmitted at a rate of 75-85 

images per second that looks like a video on the 

receiver side. The further experiments are to be 

made to improve the speed of transmission and the 

distance over which it is transmitted. Increasing the 

speed of transmission, the seamless video can be 

observed at the receiver end. In addition, the PIR 

motion sensor can be included to reduce the overall 

power consumed by the system. Further 

Improvements can be done to increase the 

resolution of the video. 

 

III. METHODOLOGY 

This paper  introduce or make provision for more 

secure, new and robust method for transmission. 

Zigbee is used to provide low cost, low power, low 

bit-rate wireless transmission of data over network. 

Video over zigbee is send using cryptography 

which will help in distributing data to intended user 

with key system. This thesis will give general idea 

about transmission rate of video over zigbee, revert 

back information using close loop feedback 

control, security over video, hardware devices will 

be used. The aim and objective of this thesis is to 



 
Suresh Gyan Vihar University, Jaipur  
 International Journal of Converging Technologies and Management (IJCTM)   
Volume 3, Issue 1, 2016 
 ISSN : 2455-7528 
provide brief introduction of zigbee and 

implementing security on video over zigbee. 

Previously developed algorithms are studied, 

compared and discussed to show the effectiveness 

of study and results are compared. 

 

PROBLEM DOMAIN 

 

In the previous researches on zigbee over videos or 

any transmission there is no provision of security 

once we are distributing data. There is no option 

that data which is delivered is sent to intended user. 

Another problem is that there is no provision of 

layered abstraction. In earlier research work high-

end microcontroller is used which is similar to pc 

power consumption. The stenography is not used 

for transmitting data to intended user. There is no 

use of close loop feedback control. 

These are all problem domains related to zigbee 

over video or over transmission which will be 

reform in this paper. 

 

SOLUTION DOMAIN 

In this thesis zigbee module is used to provide 

wireless transmission of data. Security is 

implemented using cryptography on video over 

zigbee and layered abstraction can be used. Zigbee 

over video is done using low cost 8-bit RASC 

microcontroller. In previous researches there is no 

provision of close loop feedback control so this can 

be used to solve the problem domain by reverting 

back the information and integrating the close loop.  

 

IV.  RESULT AND CONCLUSION 

This research will provide better security and 

enhanced video transmission procedure. 

Throughput will be increased using transmit 

diversity. Security is implemented using 

cryptography on video over zigbee and layered 

abstraction can be used. Low data rates are 

transmitted which is transplanted for better 

sensitivity and   higher coverage area. 
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